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 1. PSEC-1 �§�)F���¿ÂNî Di�e-Hellman (EC-PDDH).î�}
�fxY}\�zk��,�§ò+ñ��!!Ã�M����D¶Ó�u¢�
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ñ��)F�!!°�) ElGamal !!±���ÒÎ��Ý¦H��v¢¨Õ�§
PSEC-1, PSEC-2 �§!!-÷i�õ{�) ElGamal !!���Ò��§À!-
÷i�õ{�) ElGamal !!�G 1/2�u¢¨(Ë§ PSEC-3 �§!!-§À!
-�v�£��) ElGamal !!���Ò��u¢¨°�y§�) ElGamal !!�
�§ PSEC ��w� ����E�Dv���ë&¨±

3 £�:?=¯¢
PSEC !!�§O��� (G; E;D)����;î�£¢¨���§ G �T�
*Q�u

¡§ E �!!-*Q§ D �À!-*Q�u¢¨
PSEC-1 ��) ElGamal !!5��oh`{5�¦Jv�!!Ë[�u¡§ PSEC-2

y�� PSEC-3 ��) ElGamal !!5��oh`{5�§BíT!!¦Jv�!!Ë[
�u¢¨
@RIù��§#,��w�º<¦Jv¢¨
� a := b: b �æ¦ a ��Ù�¢¨��}�§ a ¦ b ���î?�¢¨
� Z: ���c"¨
� Z=nZ := f0; 1; : : : ; n� 1g¨
� A, B ¦c"��¢�|§ AnB := fx j x 2 A ^ x 62 Bg¨
� (Z=nZ)� := f1; 2; : : : ; n� 1gnfx j gcd(x; n) 6= 1g¨
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� Fq: $�{ q �H��¨ q = pn °p: ��±��|§ Z=pZ ��&ü��[ f(x) =

f0 + f1x+ �fnx
n y��8ï°�;8ï��}���[8ï±¦î�¢�§ Fq �K

� a �§ a = (an�1; an�2; : : : ; a0) °ai 2 Z=pZ±�º��£¢¨
� f0; 1g� �§H�ì�shlq�c"¨ f0; 1g� ¦ B �<����u¢¨
� f0; 1gi �§ i shlì�shlq�c"¨ f0; 1gi ¦Bi �<����u¢¨
� a 2 Z ��|§Bi[a] �§

a = a0 + 2a1 + 22a2 + � � � 2i�1ai�1

��¢�w�shlq (ai�1; ai�2; : : : ; a0) 2 Bi¦&B�¢¨
� a 2 Fq �§ q = pn °p: ��±��|§ a = (an�1; an�2; : : : ; a0) °ai 2 Z=pZ±
�º��£�v¢��¢¨���§ 2k�1 � p � 2k � 1 ��¢¨���|§Bn�k[a]

�§shlq (Bk[an�1]jjBk[an�2]

� � �Bk[a0]) 2 Bn�k ¦&B�¢¨���§ jFqj := n � k ��¢¨
� P ¦Fq ���)F��ô��¢¨B8+2�qLen[P ]�§shlq (00000UCY jjBqLen[xP ]

jjBqLen[yP ]) 2 B8+2�qLen ¦&B�¢°qLen := jFqj±¨���§ xP y�� yP

�§ P � x-%¹§ y-%¹¦&B�§ (UCY ) �§ IEEE P1363 E.2.3.2�î� 
£���¦Jv¢ [9]¨

� a := (ai�1; ai�2; : : : ; a0) 2 Bi ��|§ I[a] �§
b = a0 + 2a1 + 22a2 + � � � 2i�1ai�1

��¢�w��� b 2 Z ¦&B�¢¨
� a 2 Bi ��|§ jaj := i.

� a � b (mod n) �§ a� b { p �1¡�£¢��¦&B�¢¨ a := b mod n �§
a 2 Z=nZ z� a � b (mod n)¦&B�¢¨

� a 2 Bz� b 2 B��|§ ajjb� a� b�O"¦&B�¢¨px�§ (0; 1; 0; 0)jj(1; 1; 0) =

(0; 1; 0; 0; 1; 1; 0)��¢¨
� X 2 B ��|§ [X]k �§X �&�$ k shl¦&B�¢¨
� X 2 B ��|§ [X]k �§X �&,$ k shl¦&B�¢¨
� a 2 Bi z� b 2 Bi ��|§ a � b �shlA�ß�ñsit¦&B�¢¨°��
¡§ a� b 2 Bi ��¢¨±

� a 2 Bi z� b 2 Bj ��|°i < j±§ a� b ¦LQ�¢�"�§ a ��$� 0 ¦q
kV�]�§ j shl���*Q¦��w¨px�§ (101)� (10100) := (00101)�

(10100) = (10001)¨ itemô Q ¦�)F���ô����|§ xQ ��� x-%¹
¦&B�¢����¢¨
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4 ®�8�­¨«8� %!���¬
PSEC !!�§8@!!5�°!!v~wjVu±���§�) ElGamal !!5�¦

Jv�v¢¨#,�§�) ElGamal !!5�°T�
 G§!! E§À! D±¦Y�¨

4.1 &��: G

G �Ùn�gn�#,�í¡�u¢¨
[�' ]����u¢d[{~jVq}y®e k 2 Z.

[)' ] �,T (Fq; a; b; p; P;W;pLen; qLen) 2 Zn+4 � Z7 �¶CT s 2 Z ��¨
k ¦Ùn��¢T�
*Q G �#,�í¡�u¢¨

� #,��)F� (EC)q}y®e¦��°IEEE P1363 A.12.4 { 12.7, [9]±©H��
Fq �q}y®e§�)F� E ¦î�¢q}y®e a� b°v�£� Fq �K�±§
E �ô���G��u¢�� p§$�{ p �u¢ E ��ô P¨�y§�)F��
q}y®e (a; b) �§Weierstrass �¹öK�8�}¨���§ 2k�1 � p � 2k � 1

��¢¨��§ô P �§ Fq ��UtV�%¹�º�£¢°��¡ P 2 (Fq)2±¨
�y§ q = pn °p: ��±��|§ Fq �§#,��w�º��£�v¢����
¢¨ ((p;n); (fn; � � � ; f1; f0); b) 2 Zn+4¨���§ (fn; � � � ; f1; f0) �§ Z=pZ ��
&ü��[ f(x) = f0+f1x+ �fnx

n ¦î�§ b �§8ï°b = 1: �;8ï¬ b = 2:

��[8ï±¦î�¢¨
H�� Fq � IEEE P1363 [9] �î� £�v¢¨ q {�����§ 2��|�
����v�£¦S���mv¨��§ OEF[14]¦Sw���gL¢¨°OEF �
�v��½r�h�¢¨±

� s 2 (Z=pZ)� ¦}�fx�î�§ E ��ô W = sP ¦LQ�¢¨
� pLen := k ��§ qLen := jFq j ��¢¨


*�)F� (EC)q}y®e�`bjx�î�§�}�NJ_�BH���mv¨

4.2 �,: E

E �Ùn§gn�#,�í¡¨
[�' ]ÅÃ m 2 f0; 1gqLen @��,T (Fq; a; b; p; P;W; pLen; qLen) 2 Zn+4 � Z9.

[)' ]!!Ã c = (C1; c2) 2 Z2 � f0; 1gqLen.

m � (q; a; b; p; P;W; pLen; qLen), ¦Ùn��¢ !!*Q E �#,�í¡¨
� r 2 (Z=pZ)� ¦}�fx���¨
� E ��ô Q � C1 ¦#,��w�LQ�¢¨

Q := rW; C1 := rP:

� c2 ¦#,��w�LQ�¢¨
c2 := m�BqLen[xQ]:
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4.3 -,: D

D �Ùn§gn�#,�í¡¨
[�' ]!!Ã c = (C1; c2) 2 Z2�f0; 1gqLen ��,T (Fq ; a; b; p;P;W;pLen; qLen) 2

Zn+4 � Z9 y��¶CT s 2 Z¨
[)' ]ÅÃ m 2 f0; 1gqLen¨
c � (q; a; b; p; P;W;pLen; qLen), s, ¦Ùn���§À!*Q D �#,�í¡¨
� E ��ô Q0 := sC1 y��m0 := c2 �BqLen[xQ0 ]¦LQ�¢¨
� m0 ¦À!O2°ÅÃ m±���gn�¢¨

5  ¤­¨

#,�§@RI�yv�SJ�£¢Êú5�¦Y�¨
� (kshl±M��
U�^~cx��}�°Ùn�£��� k����± kshl

�>VM�¦�
gn�¢U�^~cx«
@RI�yv��§T�
� ��!!-÷i�yv�§u¢ä%z }�fx�
æ¦���¢¸K{u¡§���|M���}�>VM�¦NJ�¢¨Áiñ�á�
�£�M��¦Jv¢�"��§�����Êú�è{¸K��¢¨���w�Êú
�è¦Jv�v�"��§>VM�¦NJ�¢¨>VM��
U�^~cx�p�§
IEEE P1363 [9] � Annex D.6 ��}�§ [11]� 6 þ�Y�£�v¢�w�U�^
~cx¦NJ�¢��{�|¢¨

� (kshl±���
U�^~cx«
°Ùn�£��� k����± kshl���¦gn�¢U�^~cx¨p���§
°kshl�±M�¦�<§M��
U�^~cx��¡�
�§Miller-Rabin �
��âîjbl¦ t+G¡È��qb�¢��§M���
¦G¡È�¨Ùn�£�
M�{Miller-Rabin jbl¦ t+G¡È��qb���"§��M�¦���âî
�gn�¢U�^~cx¨���§Miller-Rabin���âîjbl�§ IEEE P1363

[9] Annex A.15.1 � Miller-Rabin ���âîjbl�RI�ew����¢¨�
y§ k(� 88)shl���{§�<�Miller-Rabin ���âîjbl¦ t(> 1)+

qb����zz¥ �§"
��u¢0j�§ ­

pk;t = 2t+4k(2�
p
tk)

r
k

t

�u¢��{ç £�v¢ [6]¨
� oh`{5�«
��óJñ��
p¦ 10 þ�Y�¨���Y�£¢oh`{5���
p�yv
��§ SHA-1 ¦Jv¢¨�£�§NIST����ð"�£�§ Secure Hash Algo-

rithm (SHA-1) ¦T�¨ SHA-1�RI�§ FIPS 180-1 standard [15]�ew��
��¢¨
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� BíT!! SymE:

PSEC-2, PSEC-3 ��§BíT!! SymE ¦Jv¢¨ SymE ¦^��¢(��ó
JñËÌ�§p®mx!!�u¢¨��¡§ SymEnc(key; ptext) := key � ptext,

SymDec(key; ctext) := key� ctext¨���§ � �shlA�ß�ñsit¦&B
�¢¨
SymE �T key �ì��¡��|v_Wc�ÅÃ¦!!-�¢�"��§ SymE

���Ú&�u�h\!!��}�bl~®x!!¦NJ�¢��{�|¢¨
� �)F��q}y®e�
U�^~cx«
���°p > 3±��)F��q}y®e�
U�^~cx��v��§ IEEE P1363

[9] � Annex A.12.4, 12.5 �ew����¢¨ F2m ���)F��q}y®e�

U�^~cx��v��§ IEEE P1363 [9] � Annex A.12.6, 12.7 �ew����
¢¨

� �)F���I*QU�^~cx«
���°p > 3±��)F��I*QU�^~cx��v��§ IEEE P1363 [9] �
Annex A.10.1 �ew����¢¨ F2m ���)F��I*QU�^~cx��v
��§ IEEE P1363 [9] � Annex A.10.2 �ew����¢¨

� 8@ñ���*QU�^~cx«
IEEE P1363 [9] � Annex A.1 { A.3 ���Y�£�v¢U�^~cx�ew��
��¢¨

6 PSEC-1 8�2�
6.1 &��: G

G �Ùn�gn�#,�í¡�u¢¨
[�' ]����u¢d[{~jVq}y®e k 2 Z.

[)' ]�,T (Fq; a; b; p; P;W;hID; pLen;mLen; hLen; rLen; qLen) 2 Zn+4�Z13 �
¶CT s 2 Z ��¨

k ¦Ùn��¢T�
*Q G �#,�í¡�u¢¨
� #,��)F� (EC)q}y®e¦��°IEEE P1363 A.12.4 { 12.7, [9]±©H��
Fq �q}y®e§�)F� E ¦î�¢q}y®e a� b°v�£� Fq �K�±§
E �ô���G��u¢�� p§$�{ p �u¢ E ��ô P¨�y§�)F��
q}y®e (a; b) �§Weierstrass �¹öK�8�}¨���§ 2k�1 � p � 2k � 1

��¢¨��§ô P �§ Fq ��UtV�%¹�º�£¢°��¡ P 2 (Fq)
2±¨

�y§ q = pn °p: ��±��|§ Fq �§#,��w�º��£�v¢����
¢¨ ((p;n); (fn; � � � ; f1; f0); b) 2 Zn+4¨���§ (fn; � � � ; f1; f0) �§ Z=pZ ��

7



&ü��[ f(x) = f0+f1x+ �fnx
n ¦î�§ b �§8ï°b = 1: �;8ï¬ b = 2:

��[8ï±¦î�¢¨
H�� Fq � IEEE P1363 [9] �î� £�v¢¨ q {�����§ 2��|�
����v�£¦S���mv¨��§ OEF[14]¦Sw���gL¢¨°OEF �
�v��½r�h�¢¨±

� s 2 (Z=pZ)� ¦}�fx�î�§ E ��ô W = sP ¦LQ�¢¨
� pLen := k, qLen := jFqj �î�¢¨mLen � rLen ¦ mLen + rLen � qLen�
�¢�w�î�§ hLen � pLen ��¢¨

� #,��w�oh`{5� h: f0; 1gmLen+rLen �! f0; 1ghLen ¦î�§��\Æ´
!¦ hID ��¢¨ hID = 1 �§@RIù 10 þ�pY�¢oh`{5���¢¨


*�)F� (EC)q}y®e� h �`bjx�î�§�}�NJ_�BH���mv¨

6.2 �,: E

E �Ùn§gn�#,�í¡¨
[�' ]ÅÃ m 2 f0; 1gmLen @��,T (Fq ; a; b; p; P;W;hID; pLen; mLen; hLen,

rLen; qLen) 2 Zn+4 � Z13.

[)' ]!!Ã c = (C1; c2) 2 Z2 � f0; 1gqLen.

m � (Fq; a; b; p; P;W;h; pLen; mLen; rLen; qLen), ¦Ùn��¢ !!*Q E �#,
�í¡¨

� r 2 f0; 1grLen ¦}�fx���§ t := h(mjjr) ¦LQ�¢¨
� � := I[t] ��§ E ��ô Q � C1 ¦#,��w�LQ�¢¨

Q := �W; C1 := �P:

� c2 ¦#,��w�LQ�¢¨
c2 := (mjjr)�BqLen[xQ]:

6.3 -,: D

D �Ùn§gn�#,�í¡¨
[�' ]!!Ã c = (C1; c2) 2 Z2�f0; 1gqLen��,T (Fq; a; b; p; P;W;hID; pLen;mLen; hLen; rLen;

qLen) 2 Zn+4 � Z13 y��¶CT s 2 Z¨
[)' ]ÅÃ m 2 f0; 1gqLen ��}�gn��¨
c � (Fq; a; b; p; P;W;hID; pLen;mLen; hLen; rLen, qLen), s, ¦Ùn���§À!*

Q D �#,�í¡¨

8



� E ��ôQ0 := sC1 y�� u := c2�BqLen[xQ0 ]¦LQ�§� � u0 = [u]mLen+rLen

��¢¨
� �0 := I[h(u0)] ��§#,�[{
k�¢z�wz¦R��¢¨

C1 = �0P:

� ��
k�£�§ [u0]mLen ¦ÅÃ���gn�¢¨
k��v�"�§/�gn�
�v¨


*R$�¼"/��"§²¼"/³¦&B�¢ÕÆ�gn¦�����v¨

7 PSEC-2 8�2�
7.1 &��: G

G �Ùn�gn�#,�í¡�u¢¨
[�' ]����u¢d[{~jVq}y®e k 2 Z¨
[)' ]�,T (Fq; a; b; p; P;W;hID; gID; SEID; pLen; hLen; gLen; rLen; qLen) 2 Zn+4�

Z15, �¶CT s 2 Z ��¨
k ¦Ùn��¢T�
*Q G �#,�í¡�u¢¨
� #,��)F� (EC)q}y®e¦��°IEEE P1363 A.12.4 { 12.7, [9]±©H��
Fq �q}y®e§�)F� E ¦î�¢q}y®e a� b°v�£� Fq �K�±§
E �ô���G��u¢�� p§$�{ p �u¢ E ��ô P¨�y§�)F��
q}y®e (a; b) �§Weierstrass �¹öK�8�}¨���§ 2k�1 � p � 2k � 1

��¢¨��§ô P �§ Fq ��UtV�%¹�º�£¢°��¡ P 2 (Fq)2±¨
�y§ q = pn °p: ��±��|§ Fq �§#,��w�º��£�v¢����
¢¨ ((p;n); (fn; � � � ; f1; f0); b) 2 Zn+4¨���§ (fn; � � � ; f1; f0) �§ Z=pZ ��
&ü��[ f(x) = f0+f1x+ �fnx

n ¦î�§ b �§8ï°b = 1: �;8ï¬ b = 2:

��[8ï±¦î�¢¨
H�� Fq � IEEE P1363 [9] �î� £�v¢¨ q {�����§ 2��|�
����v�£¦S���mv¨��§ OEF[14]¦Sw���gL¢¨°OEF �
�v��½r�h�¢¨±

� s 2 (Z=pZ)� ¦}�fx�î�§ E ��ô W = sP ¦LQ�¢¨ pLen := k,

qLen := jFqj �î�¢¨ rLen � qLen ��¢�w� rLen ¦î�¢¨
� #,��w� 2��oh`{5� h: f0; 1gmLen+rLen �! f0; 1ghLen, g: f0; 1grLen �!

f0; 1ggLen¦î�§�£�£�\Æ´!¦ HID y�� GID ��¢¨HID = 1 y
�� GID =1 �§@RIù 10 þ�pY�¢oh`{5���¢¨

� BíT!! SymE ¦î�§��\Æ´!¦ SEID ��¢¨ SEID = 1 �§p®m
x!!°one-time-pad±��¢¨���§ SymE = (SymEnc; SymDec) �Bí

9



T K ¦��BíT!!ªÀ!U�^~cx���u¢¨K �ì�� gLen shl

�u¢¨!!U�^~cx SymEnc �§T K �ÅÃ X 2 BmLen ¦Ùn���!
!Ã SymEnc(K;X)BmLen ¦gn�¢¨À!U�^~cx SymDec �§T K �
!!Ã YBmLen ¦Ùn�ÅÃ SymDec(K;Y )BmLen ¦gn�¢¨���§Ú&�
T K ����§ SymEnc(K; �) �§ 1 � 1 5���¢¨


*�)F� (EC)q}y®e� h; g�`bjx�î�§�}�NJ_�BH���mv¨

7.2 �,: E

E �Ùn§gn�#,�í¡¨
[�' ]ÅÃ m 2 f0; 1gmLen§y���,T (Fq; a; b; p; P;W;hID; gID; SEID; pLen;

hLen; gLen; rLen; qLen) 2 Zn+4 � Z15¨
[)' ]!!Ã c = (C1; c2; c3) 2 Z2 � f0; 1gqLen+mLen¨
m� (Fq; a; b; p; P;W;hID; gID; SEID; pLen; hLen; gLen; rLen; qLen)¦Ùn��¢

!!*Q E �#,�í¡¨
� r 2 f0; 1grLen ¦}�fx���§ g(r) y�� t := h(mjjr)¦LQ�¢¨
� � := I[t] ��§ E ��ô Q y�� C1 ¦#,��w�LQ�¢¨

Q := �W; C1 := �P:

� c2; c3 ¦#,��w�LQ�¢¨
c2 := r �BqLen[xQ];

c3 := SymEnc(g(r);m):

.�: SymE ¦^��¢(��óJñËÌ�§p®mx!!�u¢¨��¡§
SymEnc(key; ptext) := key � ptext;

SymDec(key; ctext) := key � ctext:

SymE �T g(r) �ì� gLen �µ���|�_Wc mLen �ÅÃ M ¦!!-�¢�
"��§ SymE ���òÍ�BíT!!°u�h\!!��}�bl~®x!!±¦NJ
�¢¨

7.3 -,: D

D �Ùn§gn�#,�í¡¨
[�' ]!!Ã c = (C1; c2; c3)��,T (Fq ; a; b; p; P;W;hID; gID; SEID; pLen; hLen;

gLen; rLen; qLen) 2 Zn+4 � Z15 y��¶CT s 2 Z¨
[)' ]ÅÃ m 2 f0; 1gmLen ��}�gn��¨

10



c� (Fq ; a; b; p;P;W;hID; gID;SEID; pLen;hLen; gLen; rLen; qLen), s¦Ùn��
�§À!*Q D �#,�í¡¨

� E ��ô Q0 := sC1 y�� u := c2 �BqLen[xQ0 ]¦LQ�§� � r0 := [u]rLen

��¢¨
� m0 := SymDec(g(r0); c3)¦LQ�¢¨
� �0 := I[h(m0jjr0)] ��§#,�[{
k�¢z�wz¦R��¢¨

C1 = �0P:

� ��
k�£�§m0 ¦ÅÃ���gn�¢¨
k��v�"�§/�gn��v¨

*R$�¼"/��"§²¼"/³¦&B�¢ÕÆ�gn¦�����v¨

8 PSEC-3 8�2�
8.1 &��: G

G �Ùn�gn�#,�í¡�u¢¨
[�' ]����u¢d[{~jVq}y®e k 2 Z¨
[)' ]�,T (Fq; a; b; p; P;W;hID; gID; SEID; pLen; hLen; gLen; rLen; qLen) 2 Zn+4�

Z15, �¶CT s 2 Z ��¨
k ¦Ùn��¢T�
*Q G �#,�í¡�u¢¨
� #,��)F� (EC)q}y®e¦��°IEEE P1363 A.12.4 { 12.7, [9]±©H��
Fq �q}y®e§�)F� E ¦î�¢q}y®e a� b°v�£� Fq �K�±§
E �ô���G��u¢�� p§$�{ p �u¢ E ��ô P¨�y§�)F��
q}y®e (a; b) �§Weierstrass �¹öK�8�}¨���§ 2k�1 � p � 2k � 1

��¢¨��§ô P �§ Fq ��UtV�%¹�º�£¢°��¡ P 2 (Fq)2±¨
�y§ q = pn °p: ��±��|§ Fq �§#,��w�º��£�v¢����
¢¨ ((p;n); (fn; � � � ; f1; f0); b) 2 Zn+4¨���§ (fn; � � � ; f1; f0) �§ Z=pZ ��
&ü��[ f(x) = f0+f1x+ �fnx

n ¦î�§ b �§8ï°b = 1: �;8ï¬ b = 2:

��[8ï±¦î�¢¨
H�� Fq � IEEE P1363 [9] �î� £�v¢¨ q {�����§ 2��|�
����v�£¦S���mv¨��§ OEF[14]¦Sw���gL¢¨°OEF �
�v��½r�h�¢¨±

� s 2 (Z=pZ)� ¦}�fx�î�§ E ��ô W = sP ¦LQ�¢¨ pLen := k,

qLen := jFqj �î�¢¨ rLen � qLen ��¢�w� rLen ¦î�¢¨
� #,��w�oh`{5� h: f0; 1g8+4�qLen+2�mLen �! f0; 1ghLen, g: f0;1gqLen �!

f0; 1ggLen¦î�§�£�£�\Æ´!¦ HID y�� GID ��¢¨HID = 1 y
�� GID =1 �§@RIù 10 þ�pY�¢oh`{5���¢¨
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� BíT!! SymE ¦î�§��\Æ´!¦ SEID ��¢¨ SEID = 1 �§p®m
x!!°one-time-pad±��¢¨���§ SymE = (SymEnc; SymDec) �Bí
T K ¦��BíT!!ªÀ!U�^~cx���u¢¨K �ì�� gLen shl

�u¢¨!!U�^~cx SymEnc �§T K �ÅÃ X 2 BmLen ¦Ùn���!
!Ã SymEnc(K;X)BmLen ¦gn�¢¨À!U�^~cx SymDec �§T K �
!!Ã YBmLen ¦Ùn�ÅÃ SymDec(K;Y )BmLen ¦gn�¢¨���§Ú&�
T K ����§ SymEnc(K; �) �§ 1 � 1 5���¢¨


*�)F� (EC)q}y®e� h; g�`bjx�î�§�}�NJ_�BH���mv¨

8.2 �,: E

E �Ùn§gn�#,�í¡¨
[�' ]ÅÃ m 2 f0; 1gmLen§y���,T (Fq; a; b; p; P;W;hID; gID; SEID; pLen;

hLen; gLen; rLen; qLen) 2 Zn+4 � Z15¨
[)' ]!!Ã c = (C1; c2; c3; c4) 2 Z2 � f0; 1gqLen+mLen+hLen¨
m� (Fq; a; b; p; P;W;hID; gID; SEID; pLen; hLen; gLen; rLen; qLen)¦Ùn��¢

!!*Q E �#,�í¡¨
� u 2 f0; 1gqLen y�� r 2 (Z=pZ)� ¦(I�}�fx���¨
� E ��ô C1 y�� T ¦#,��w�LQ�¢¨

C1 := rP; T := rW:

¦LQ�¢¨
�

c2 := u�BqLen[xT ]

y�� g(u) ¦LQ�¢¨
� c3; c4 ¦#,��w�LQ�¢¨

c3 := SymEnc(g(u);m);

c4 := h(B8+2�qLen[C1]jjc2jjc3jjujjm):

.�: SymE ¦^��¢(��óJñËÌ�§p®mx!!�u¢¨��¡§
SymEnc(key; ptext) := key � ptext;

SymDec(key; ctext) := key � ctext:

���§ � �shlA�ß�ñsit¦&B�¢¨
SymE �T g(u) �ì� gLen �µ���|�_Wc mLen �ÅÃ M ¦!!-�¢�

"��§ SymE ���òÍ�BíT!!°u�h\!!��}�bl~®x!!±¦NJ
�¢¨
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8.3 -,: D

D �Ùn§gn�#,�í¡¨
[�' ]!!Ã c = (C1; c2; c3; c4) 2 Z2 � f0; 1gqLen+mLen+hLen ��,T (Fq ; a; b; p;P;

W;hID; gID; SEID; pLen; hLen; gLen; rLen; qLen) 2 Zn+4 � Z15¨y��¶C
T s 2 Z¨

[)' ]ÅÃ m 2 f0; 1gmLen ��}�gn��¨
c� (Fq ; a; b; p;P;W;hID; gID;SEID; pLen;hLen; gLen; rLen; qLen), s¦Ùn��

�§À!*Q D �#,�í¡¨
� E ��ô T 0 := sC1 y�� u0 := c2 �BqLen[xT 0 ]¦LQ�¢¨
� m0 := SymDec(g(u0); c3)¦LQ�¢¨
� #,�[{
k�¢z�wz¦R��¢¨

c4 = h(B8+2�qLen[C1]jjc2jjc3jju
0jjm0):

� ��
k�£�§m0 ¦ÅÃ���gn�¢¨
k��v�"�§/�gn��v¨

*R$�¼"/��"§²¼"/³¦&B�¢ÕÆ�gn¦�����v¨

8.4 (+*PSEC-3 �,356478�:9/0

PSEC-3 !!��§#,��w�dh`|�ñNJËÌ{1Ý��¢¨
� ��_�§ u 2 f0; 1gqLen y�� r 2 (Z=pZ)� ¦(I�}�fx���¨
� ��_�§ C1 := rP , T := rW , c2 := u � BqLen[xT ]y�� K := g(u) ¦LQ
�§ (C1; c2) ¦���¢¨

� °¶CT¦ÉW�¢±a�_�§ (C1; c2) z  u ¦À!-�§K := g(u) ¦LQ�
¢¨ [Tà�tX®cb]

� #�§ÅÃ mi °i = 1; 2; : : : ;±����§��_�§ c3;i := SymEnc(K;mi) y
�� c4;i := H(B8+2�qLen[C1]jjc2jjc3;ijjujjmi)¦LQ�§ (c3;i; c4;i) ¦���¢¨

� a�_�§K ¦Jv�mi¦À!�¢�ÒX� c4;i = H(B8+2�qLen[C1]jjc2jjc3;ijjujjmi)

��Í�R�¦��w¨ [!!í�tX®cb]

9 §¥�$"ª�

#,��§ PSEC-1, PSEC-2, PSEC-3 �Bí��¢q}y®e�
ûæ¦Y�¨
� k: 160 #�°p �_Wc¦ 160 shl#�±
� hLen: 128 #�

13



#,§²PSEC !!Z�»0ù³�Y��²�Ý»0³���ºñ�q}y®eæ¦Y
�¨
PSEC-1, PSEC-2, PSEC-3 �yv�Bí�q}y®e���§ p y�� q �_Wc¦

160 bits ��¢¨� �§ PSEC-1 ��"§mLen = 128, rLen = 32, hLen = 160§
PSEC-2°p®mx!!NJ±��"§ rLen = 160, gLen = 128, hLen = 160§�
� PSEC-3 °p®mx!!NJ±��"§ qLen = 160, gLen = 128, pLen = 160,

hLen = 128§��¢¨

10 ���#­¨

9�h���w�§ h°y�� g±{i�ñ�}�fx5��u¢�| PSEC � ��
¦�E�¢��{�|¢¨(Ë§^'���!!U�^~cx¦^��¢'��i�ñ�
}�fx5���¥¡�^Jñ�(Ë��5�°px� SHA��±¦Jv¢¨����§
SHA ¦Jv�Ú&�_Wc°hLen shl±¦gn�¢5� H �(�
p¦Y�¨��
ËÌ�§ Bellare � Rogaway ��¡Y�£�ËÌ�u¢ [3]¨
SHA�(x)� x� SHA ¦òJ��Ô £� 160 shl�gnæ¦&B�¢¨��§ 160

shl� \ø:æ"¦ ABCDE = � ��¢¨ SHAl
�(x) ¦ SHA�(x)��Ð l shl��

¢¨��§ i ¦ 32shl�¾!-��æ¦ < i > ��¢¨5� H ¦#,��w�î�
¢¨

H(x) := SHA80
� (< 0 > jjx)jjSHA80

� (< 1 > jjx)jj � � � jjSHALl
� (< l > jjx);

��� l = b3k
80
c, z� Ll = hLen � 80l.
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Appendix

A De�nition of Optimal Extension Field(OEF)

binomial : a polynomial of the form tm � !.

pseudo-Mersenne prime: a positive rational integer of the form 2n � c; log2 �

bn=2c.

Optimal Extension Field(OEF): a �nite �eld Fpm with p a pseudo-Mersenne

prime and an irreducible binomial as the �eld polynomial.

B Finite Field Arithmetic

An odd characteristic extension �eld is a �nite �eld whose number of elements is a

power of an odd prime. If m � 1, then there is a unique �eld Fpm with pm elements.

For purposes of conversion, the elements of Fpm shall be represented in polynomial

basis.

This representation is determined by choosing an irreducible polynomial p(t) over

Fp. Then Fpm is isomorphic to Fp[t]=p(t). This interpretation shall be the bit string

formed by concatenating the values of the coe�cients represented as integers. Thus

the polynomial

am�1t
m�1 + : : : + a2t

2 + a1t + a0

is represented by the bit string

(am�1; : : : ; a2; a1; a0)

where each of the ai are positive integers less than p, padded with leading 0 bits so

that each ai is represented with dlog2 pe bits.
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