FEAL-NX

0ooO00ooooooO
0oO0oO0o0oo0ooo

0000000000000 00000000000([1]00000000000000
000000000000000000[2000000320000 FEALOOOOOOO
0o00000000000000

00 O0O0Bihan 00 Skipjack[3]0 000000000000 OO0OOOM0O0O0O0ODO
0000000000000000000000000000000000000000
00000000000 00000000000000000000000000000
00000000 FEAL 0000000000 0000000000000000000
0 [5]0

[1] Mitsuru Matsui, On correlation between the order of S-boxes and the strength of
DES. In Alfredo De Santis, editor, Advances in Cryptology ---EUROCRYPT"94, volume
950 of Lecture Notes in Computer Science, pp.366--375. Springer-Verlag, Berlin,
Heidelberg, New York, 1995.

[2] Kazumaro Aoki, Kunio Kobayashi, and Shiho Moriai. The best differential
characteristic search of FEAL. IEICE Transactions Fundamentals of Electronics,
Communications and Computer Sciences Japan, Vol. E81-A, No. 1, pp. 98--104, 1998.
(Japanese preliminary version was presented at 1SEC96-31).

[3] U.S. Department of Defense. SKIPJACK and KEA Algorithms, 1998 (http://csrc. nist.
gov/encryption/skipjack-kea._htm).

[4] Eli Biham, Alex Biryukov, and Adi Shamir. Cryptanalysis of skipjack reduced to
31 rounds using impossible differentials. In Jacques Stern, editor, Advances in
Cryptology ---EUROCRYPT®99, volume 1592 of Lecture Notes in Computer Science, pp.
12--23. Springer-Verlag, Berlin, Heidelberg, New York, 1999 (A preliminary version
was presented at CRYPTO"98 rump session).

[5] Kazumaro Aoki. On cryptanalysis with impossible differentials. In 1999 Symposium
on Cryptography and Information Security, number T4-1.3 in SCIS"99, International
Conference Center Kobe, Kobe, Japan, 1999. Technical Group on Information Security

(IEICE). (in Japanese).



ooooooogo
ooobooobobooooobooobboooooooooeobbd2e 000 FEAL
OO000O0O000O0OO000OO0O00DOOO000O[ooOo000D0D FEALOOODOODOO
oboboobooooboooooboboobobobooooboooboobobOobooon
ubooooboobobooooboobOobooOo bESOLoKIgst Lokl oo g

[6] Mitsuru Matsui, On correlation between the order of S-boxes and the strength of
DES. In Alfredo De Santis, editor, Advances in Cryptology ---EUROCRYPT"94, volume
950 of Lecture Notes in Computer Science, pp.366--375. Springer-Verlag, Berlin,
Heidelberg, New York, 1995.

[7] Shiho Moriai, Kazumaro Aoki, and Kazuo Ohta. The best linear expression search
of FEAL. IEICE Transactions Fundamentals of Electronics, Communications and Computer
Sciences (Japan), Vol. E79-A, No. 1, pp. 2--11, 1996 (The extended abstract was
presented at CRYPT0"95).

odd FEALOOOOODOO

FEALOOODOODOOOODOOODOOODOODUOODOOEBOOOoDOooD
0000000000000 b0DD0OODOFEAL-NXONO 3200000000000 DODDOO
goad

UOOFEALOOOO0O0OO

ooo oooooo oooooo

1988 13.3 (4)

1989

1990 13.3 (8), 4.3 (4)

1991 63 (31), 11.0 (8), 3 (4) |16.6 (4), 7.6 (4), 4.6 (4),
14.3 (6), 10.0 (6)

1992 2.3 (4), 6.6 (6), 14 (7), 15
(8), 28 (8)

1993 7 (8) 0 (4), 0 (5), 0 (6)

1994 25 (8), 24 (8), 62 (20)

1995 3.6 (8) 63.7 (25)

000bOO0bOO0bOO0bOOoDbOO0oDOobOOoO0obO0oOUOboO 200000D0O0bDO0O x.O00
ooooooooo

[Bl]00000000000000 FEALOUOOD OO0 pp- 734-739, NTTR&D Vol . 48, No.



10, 199901 1001 .

oon ogoooooooon

000000000000 DO00D0DO0O0DOO00D0DOKaliski OODOODOOODODOODO
00 MCT O (meet-in-the-middle closure test) I OO OODES OO OO O[O OOOO
OO0 MCTOODOD OO SCT O (switching closure test) [10]0 00 0 FEAL O 0O 0 00O [11]0
0000 FEAL-8 DDOO0O0OUOO00ODOOOO0O0O0ODODODOOOO0OODOOOOOOO0
000000001280 000000 FEAL-NXOOOOOO2000000000000
oo obobooooooood

[9] Burton S. Kaliski Jr., Ronald L. Rivest, and Alan T. Sherman. Is the data encryption
standard a group? (results of cycling experiments on des). Journal of Cryptology,
Vol. 1, No. 1, pp. 3--36, 1988.

[10] Hikaru Morita and Kazuo Ohta. New proposal and comparison of closure tests ---more
efficient than the Crypto®92 test for DES---. IEICE Transactions Fundamentals of
Electronics, Communications and Computer Sciences (Japan), Vol. E77-A, No. 1, pp.
15--19, 1994 (A preliminary version was presented at CRYPT0"91).

[11] Hikaru Morita, Kazuo Ohta, and Shoji Miyaguchi. Results of switching-
closure-test on feal. In Hideki Imai, Ronald L. Rivest, and Tsutomu Matsumoto, editors,
Advances in Cryptology --- ASIACRYPT"91, volume 739 of Lecture Notes in Computer
Science, pp. 247--252. Springer-Verlag, Berlin, Heidelberg, New York, 1993.

oo [bODbOood
00o0o0ob0ooobooboboobobo0obboobbooobuoobobOoOooESs O
FEAAOODOODOOOOOODOODOObDObOOOOOoDOoDbDoOoDn2, 1310

[12] Akihiro Shimizu and Shoji Miyaguchi: “Fast Data Encipherment Algorithm FEAL,”
In David Chaum and Wyn L. Price, editors, Advances in Cryptology --- EUROCRYPT"87,
volume 304 of Lecture Notes in Computer Science, pp. 267-278. Springer-Verlag, Berlin,
Heidelberg, New York, 1988.

[13] DOD0OOD0DOOO0DO DO0DDOOO0DOOO0DOO00O FEAL,” ODOOODOOODOO
0 0OVol. J70-D, No. 7, pp. 1413-1423, July 1987.



00000000000000
00000000000000000
0IC00000000000000000000000000000000000000
ooooooo

OO0 OFEAL-NXO OO OO

( 000000000

godan 000000000 0Odkb/s
32 18.2
64 9.4

O OZz80HO 8hitCPUL DU OO 8WMHz, DO UOUODOODOOO@ODO)YDDOOOOOO
oooooooobooooooobobooboboouoog

(b) 0OOOO

O0O0ON 0000O0Oms
32 4._48
64 8.95

OOZz8oHO 8bitCPULI DO OO 8MHz, OODODODOOOODO22500000 00000
oooboooobobooobobooobooooboooOosssopg@ooooooooon)

oboo0 0Oooboooooobooooobob

oobO icooboooooobobobobobobobOobOobOoboboobooonoo
OO00D0OO0000O00000M40000DObo00DD 40000 FEAL-NODODOO
gbooooobooboboooooboobobobooooooboobobobooooooon

UOOFEAL-NXO D DD DOOO0ooon

googon O0o0oo0o0o000dkb/s
32 220
64 120

001802860 16bitCPUL DO OO 10MAz, DO OODOOOODODOO4500000

[14] OD0O0O0O0ODOOO0OO00O0OO00O0OO0O0: "FEALOOODODO,™ NTT R&D, Vol. 39, No.
10, pp. 1439-1450, Oct. 1990. [O O O] Shoji Miyaguchi, Sadami Kurihara, Kazuo Ohta
and Hikaru Morita: "Expansion of FEAL Cipher," NTT Review, Vol. 2, No. 6, pp. 117-123,
Nov. 1990.



obo0 0OOobooooobooooobob
oo pcO0OwWSHODODOOOOOOOOODODOOOOOOOOOOOObOObOOOOn
ooooooogo

OO0 OFEAL-NXO OO OO
( 000000000

godan 000000000 OdMb/s
32 124
64 64

O0OPentium OODO32bitMPUD OO OO 1 GHz, DOOODOODOODOOON=32 O 2434
UoogN=e40 4600000 000O00O000O0O0O0O0O0O0O0O0O 20440 0000000000
ooooooom™

() ODCOOO
googonN gl s
32 1.375
64 3.232

O0OPentium OO OO32bitMPUI OO0 OO 1 GHz,OODOODOODOODODON=32,N=64 O
03VOOOODODOODOOOODODOOODOD 1l6e00D(@UOODOODOOO)YDODOO
ooooooooooood

ggoooboboooooon

UFEALO O 0OD00OO0ODOOOObOOObLOObOoObOoOoDbO1.5umeMoSObbobon
FEAL-8 DO DOOODOMSIO00FEAL-NX ODODOODO0OO0O0ODOODOODOODOODOOO0
ggobobboogoobobboooobobbuoooobobboooooobbooobobboa
goooboooboobooboobboobboobboobooboo

OOOFEAL-NXO O OODOODOOD0OO0

gogonN OoooooooodMb/s
32 24
64 12

gOl.5umceMosto0ooonoonoOn 12vizDO0OO00OO000O00ODO 3.9 KGate

OO0DbO0O0o0.8umcCMOS DUDOUODOOFREAL-32 DO DO OD O [16]0 O O FEAL-NX
obobobDooO0o0o0o0ob0obOnD FRAL-8s DD0O0O000O0DLOO0ODbODbODbDODOn



goboooobobobdoooobobobuoobooboboooobobobon
FEAL-NX(N=32)0 000000000 DOO0ObOObObO0OOobDoDbOoDbo

UOOFEAL-NXO OO OO

googonN Ooooooo0oodMb/s
32 23
64 11500000

goo.8umcMostooooonoonOOn 12.5MHz

[15] OOO0O00000: "FEAL-LSIO OO OO ,™ NTT R&D, Vol. 40, No. 10, pp. 1371-
1380, Oct. 1991. [OD O O] Hikaru Morita and Shoji Miyaguchi: "FEAL-LSI and its
Application,”™ NTT Review, Vol. 3, No. 6, pp. 57-63, Nov. 1991.

[16] ODOOODODODOODOOOOO: "PKC/FEAL LSID DO OO OODOOODOOOOOO,™ NTT
R&D, Vol. 44, No. 10, pp. 923-930, Oct. 1995. [O O O] Masao Aoyama, Hikaru Morita
and Tatsuhiro Naganawa: "Cipher and Authentication LSl for Communication Terminals,"

ITU, 7th World Telecommunication Forum, Vol. 1, 2.2B, pp. 251-255, Oct. 1995.

o0 O0o0Oooobgd

O0o0obooobeSOoooboboooobobooooboboooobooo
FEALO DESO Madryga DO 0D 00O 0O0ODOOODOOODOOOOOOM7]0x 20000
oo obobobobobobbobobobbbbbobbn
oo oooooobobobbobbbobbbbbbobbn
oobooobooobooobboobbooobbooobooobooobboon
000000000000 UOOOUOFEAL-NO DESODODO0O0OOO0OOOOODOOOOOoOoO
uoboooboooobobobooboobooboooon

doobobobbooodd 40000 FEAL-NOOOODDDDODOOOUOOOOobDDbODOO
oo oooooobobbbbobobbobbbbbDDFREAL-NX O
U000 12800000000000FEAL-NDO0ODO 640 00000O0ODODOODOO
oo bobobobobobobobobbobbbobobon
HEN

[17] Helen Gustafson, Ed Dawson, Bill Caelli, Comparison of Block Ciphers InJennifer
Seberry and Josef Pieprzyk , editors, Advances in Cryptology --- AUSCRYPT*90, volume
453 of Lecture Notes in Computer Science, pp. 208--220. Springer-Verlag, Berlin,



Heidelberg, New York, 1990.



