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Cryptographic Techniques Overview
1. Name of Cryptographic Technique FEAL-NX

Categories       1.Asymmetric Cryptographic Schemes
　　　             2.Symmetric Ciphers
           　　　 3.Hush Functions 　
                   4.Pseudo-random Number Generators

Security Functions of Asymmetric Cryptographic Schemes
1.confidentiality   2. Authentication   3. signature   4. key- sharing

Subcategories of Symmetric Ciphers
          1. stream ciphers   2. 64-bits block ciphers   3. 128-bits block ciphers

2. Cryptographic Techniques Overview
2.1 Design policy
 (1) Main design

(a) Interface and parts
◊ Block length 64bits  key length 128bits  possible
◊ S-box based arithmetic operation and logic operation

(b) Function of randomization
◊ High data randomizing structure

(c) Making of Extended key
◊ S-box based arithmetic operation and logic operation

 (2) Security
(a) Round number

◊ Select N ≥ 32 to provide sufficient invulnerability to differential, linear, and impossible
differential cryptanalysis

(b) F-function
◊ High data randomizing structure

 (3) Implementation
(a) Software

◊ Well supports 8bit CPU
◊ Good for use in current smart cards and portable digital assistants

(b) Arithmetic operation
◊ Uses 8-bit addition

(c) Using RAM/ROM
◊ Possible to implement using 8bit CPU operation code
◊ Moderate memory requirements to store data and programs

2.2 Intended applications
FEAL-NX especially suits implementation on with low-end devices. Its uses include cipher
communication, entity authentication, and random number generation. Since it requires just a small
amount of coding to achieve 8-bit micro processor operation, it is easy to implement on legacy-machines'
ROMs. If implemented on smart cards, authentication using symmetric encipherment is possible.
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2.3 Basic theory and techniques
 (1) Design theory
◊ Evaluation of randomness [1,2]
 (2) Security evaluation
◊ Select N to provide sufficient invulnerability to differential, linear, and impossible differential cry
ptanalysis [3,4,5]

Results of using
 ◊ Smart card
 ◊ Cipher facsimile
 ◊ ISDN digital telephone
 ◊ Cipher board for personal computer
 ◊ Cipher box for personal computer
 ◊ Cipher LSI
 ◊ Cipher device for network use
 ◊ ATM security compatible element (see [9] for specification)
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