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\Hï�»·¯Ä�ßqbHï�ÅÉµÁ�ß�lm-ì��l-ì�k�q��wu
��m�-ì�+� Eà�ÔD�~l|>Y�Qw�.�p�þ$qk���{��{
�»·¯Ä�ß�ÅÉµÁ�ß�Blà[¡.ÅÉµÁà¢�'~q)~p}|u��&
@y�� SHA ��m�é&Üs	��|»·¯Ä�ß�Ø�����=ï�.ÅÉµÁ
à�k�Ó\à�y�)~t�u�q�]�k��Ûx���l��^}��ÅÉµÁ©
Å«ÇÃ¹Ç�+� Eà�ÔD�~l|>Y�c�u��.Ù��]�k��Ûx��
�l��u�q�ÅÉµÁ©Å«ÇÃ¹Ç�ot� Eà�¼Åµ§Á�k�1�
 Eà��ò��� ESIGN ÍC�� RSA -ì2� Th�k� e ×� T-ì¡�=

ESIGN ÍC�ß�'>üà-ì¢�ÅÉµÁ©Å«ÇÃ¹Ç�+���� Eà��~u
�qÔD�r� [6]�
ûcà��ò��� ESIGNÍC�� RSA���slz��ÍC�,���ÍCäáË

bqß 10eîó�L�k��ÍC(ÔËb���YV�k��O(�C���sÍC>Y
�,���ÍCäáËb�ÍC(ÔËb�lz���ße�L�k��

3 ~p

=PGÎ���#+��m�1��Hl��
� a := b: b �å� a �R^y���ws�� a � b �w�ì�y��
� Z: âß�]��
� Z=nZ := f0; 1; : : : ; n� 1g�
� A, B �]��y��r� AnB := fx j x 2 A ^ x 62 Bg�
� (Z=nZ)� := f1; 2; : : : ; n� 1gnfx j gcd(x; n) 6= 1g�
� f0; 1g� ��F÷ê�½·ºh�]�� f0; 1g� � B ��yu��k��
� f0; 1gi �� i ½·ºê�½·ºh�]�� f0; 1gi �Bi ��yu��k��

1Canetti ¦�¬ÀÄ·½±À²Â¾¹Â�ÅË����¤��¥��ÎÓÜà�Þ���¤��¾¹Â«Úâ
�¨»¸µ¿ðÇ�èÈ����¥���ê¼Ãº³Â«×���¨ [4] ���¬��Ý�Í£�Æçà�ì¦
©�¤���§¬Øò�èÈ�©�õÙ�ô���¬Canetti ���Ï��ñ��Ðø�ö��É���¥��Ô
ª©¨

2RSA ðÇ��õæ��¨����Þ�¢§¬ RSA �ê�äíÒ (e;n) �¥  y 2 Z=nZ �Ì�¦©�
��¬ y = xk mod n ��¨¥�� x 2 Z=nZ «Ñ��¨���ë÷��¨®óéÙÖï°Â´Á¶½��È
åîÛ�ÊÕ��¨ßá��¨¯��« RSA �Þ�ã¡
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� a 2 Z ��r�Bi[a] ��
a = a0 + 2a1 + 22a2 + � � � 2i�1ai�1

����m�½·ºh (ai�1; ai�2; : : : ; a0) 2 Bi�&@y��
� a := (ai�1; ai�2; : : : ; a0) 2 Bi ��r� I[a] ��

b = a0 + 2a1 + 22a2 + � � � 2i�1ai�1

����m�âß b 2 Z �&@y��
� a 2 Bi ��r� jaj := i.

� a � b (mod n) �� a� b q p ���@��u��&@y�� a := b mod n ��
a 2 Z=nZ p~ a � b (mod n)�&@y��

� a 2 Bp~ b 2 B��r� ajjb� a� b�&��&@y��gn�� (0; 1; 0; 0)jj(1; 1; 0) =

(0; 1; 0; 0; 1; 1; 0)����
� X 2 B ��r� [X]mLen ��X ��Ö$ mLen ½·º�&@y��gn��
X = (0; 1; 1; 0; 0; 1; 0; 0; 0; 1)��r� [X]4 = ((0; 1; 1; 0) �k��

� a 2 Bi p~ b 2 Bi ��r� a � b �½·º>�dNïibj�&@y��¡~�
�� a� b 2 Bi ����¢

4 }ùrú|wz8ý����þ�{
ESIGN ÍC���=!��ß¡!�¿ÆÀ¸¦¾¢�w���= ESIGN ÍC�ß [10]

�Hl�l��#+���= ESIGN ÍC�ß¡*äá G�ÍCäá x�ÍC(Ô V¢�
Wy�

4.1 ��: G

G �^e�`e�#+��o��k��
[�� ]³ªÄÆ¸¦¼ÅÂ ´ k(= pLen) 2 Z ¡ãâß¢�
[�� ]ù�*, (n; e; pLen) 2 Z3 �-A* (p; q) 2 Z2 �Q�
^e k �ot� G �Ëb�#+�ë��k��
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� 2 ~�Fß p, q (2k�1 � p; q � 2k � 1) �äáw� n := p2q �#Oy��
� âß e > 4 (gn�� e = 2l, l = O(log n))�DSy��
� pLen = k �ì���

4.2 ����: S

S �^e�`e�#+�ë��k��
[�� ]Â·³ ° m 2 f0; 1gpLen�1 o��ù�* (n; e; pLen) 2 Z3 �-A* (p; q) 2

Z2�
[�� ]ÍC s 2 Z.

S �Ëb�#+�ë��k��
1. ÅÉµÁp~'G� (Z=pqZ)npZ := fr 2 Z=pqZj gcd(r; p) = 1gp� r �D��
2. z := (0jjmjj02�pLen) 2 f0; 1g3�pLen � � := (I[z]� re) mod n �����
3. #+��m�w� (w0; w1) �����

w0 := d
�

pq
e; (1)

w1 := w0 � pq � �: (2)

�w w1 � 22�pLen�1 �k��� Step 1 ����� (~��, �w B2�pLen[w1] ��
Ö$½·ºq 1 �Ø�� Step 1 �����)

4. t := w0

ere�1
mod p, o�� s := (r + tpq) mod n�#Oy��

5. m �ÍC�w� s �`ey��

4.3 ����: V

V �^e�`e�#+�ë��k��
[�� ]ÍC s 2 Z�8Î m 2 f0; 1gpLen�1 o��ù�* (n; e; pLen) 2 Z3�
[�� ](Ô&2 (£ãU¤�ws�£3ã¤)�
V �Ëb ��#+�ë��k��

4



�

b := B3�pLen[s
e mod n]

�w|�r�#+�Yq?Kv��p�mp�¶¨·«y��
[b]pLen = 0jjm: (3)

� �w?Kv���, £ãU¤ (�ws� 1) �`ey��v��t���£3ã¤ (�
ws� 0) �`ey��

5 ns|w

#+��=PG�ol�QHv��=Ï�ß�Wy�
� (k½·º¢Kßäá¥ÇÆ²Á�ws�¡^ev�|âß k�Qw�¢ k½·º
��TKß�äá`ey�¥ÇÆ²Á�
=PG�ol���*äá����!�,Ëb�ol��k�i%p�ÅÉµÁ�å
�DSy�/Iqk��{��rKß�ws��TKß�LHy��6bï�fäv
�|Kßõ�Hl�Ø����{�|��=ÏIçq/I����{��m�=ÏI
ç�Hl�lØ�����TKß�LHy���TKßäá¥ÇÆ²Á�g��
IEEE P1363 [8] � Annex D.6 �ws�� [9]� 6 Ò�Wv��l��m�¥Ç
Æ²Á�LHy�u�q�r��

� (k½·º¢Fßäá¥ÇÆ²Á�
¡^ev�|âß k�Qw�¢ k½·º�Fß�`ey�¥ÇÆ²Á�g�w��
¡k½·º�¢Kß�Ö��Kßäá¥ÇÆ²Á���äáw�Miller-Rabin �
Fßgì¸±º� t�!�;w�¼±y����Kß�äá�!�;y�^ev�|
KßqMiller-Rabin ¸±º� t�!�;w�¼±w|Ø��{�Kß�Fß�gì
w`ey�¥ÇÆ²Á�uu��Miller-Rabin�Fßgì¸±º�� IEEE P1363

[8] Annex A.15.1 � Miller-Rabin �Fßgì¸±º�PG�^m���y���
o� k(� 88)½·º�âßq�Ö��Miller-Rabin �Fßgì¸±º� t(> 1)�
¼±w|��pp��z��áß�k��c����

pk;t = 2t+4k(2�
p
tk)

r
k

t

�k�u�qæ���l� [5]�
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� »·¯Ä�ß�
{�ñ"ï��ág� 8 Ò�Wy�{u�Wv��»·¯Ä�ß��ág�ol�
�� SHA-1 �Hl��u��� NIST��}�í"v�|� Secure Hash Algo-

rithm (SHA-1) �Ry� SHA-1�PG�� FIPS 180-1 standard [11]�^m��
�y��

� �=ï�âß)O¥ÇÆ²Á�
IEEE P1363 [8] � Annex A.1 { A.3 ���Wv��l�¥ÇÆ²Á�^m��
�y��

6 ESIGN rú�û

6.1 ��

u�Ò���¹°´ÇÍC>Y ESIGN �~l�a���u���M~G (G;S;V) �
�}�ì����� G �*äá)O, S �ÍC)O, V �(Ô)O�k��

6.2 ��: G

G �^e�`e�#+��o��k��
[�� ]³ªÄÆ¸¦¼ÅÂ ´ k(= pLen) 2 Z ¡ãâß¢�
[�� ]ù�*, (n; e;HID; pLen) 2 Z3 �-A* (p; q) 2 Z2 �Q�
^e k �ot� G �Ëb�#+�ë��k��
� 2 ~�Fß p, q (2k�1 � p; q � 2k � 1) �äáw� n := p2q �#Oy��
� âß e > 4 (e.g., e = 2l, l = O(logn))�DSy��
� pLen := k�%ìy��
� ¡»·¯Ä¢�ßH: f0; 1g� �! f0; 1gpLen�1�ì���{�Z9+�� HID �
y�� HID = 1 ��=PGÎ 8 Ò�gWy�»·¯Ä�ß�y��

�: H(x) XP���s 0jjH(x) qÍC	á�(Ô�/I����H(x) ��#+��m
�»·¯Ä�ßH0 : f0; 1g� �! f0; 1gpLen �Hl�u���}�Z�u�q�r���
z�H 0(x) �#Ow�H 0(x) ��Ö$½·º��� 0 �:ÿy��u�� 0jjH(x) �y
��
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6.3 ����: S

S �^e�`e�#+�ë��k��
[�� ]Â·³ °m 2 f0; 1gmLen o��ù�* (n; e;HID; pLen) 2 Z3 �-A*

(p; q) 2 Z2�
[�� ]ÍC s 2 Z.

S �Ëb�#+�ë��k��
1. ÅÉµÁp~'G� (Z=pqZ)npZ := fr 2 Z=pqZj gcd(r; p) = 1gp� r �D��
2. z := (0jjH(m)jj02�pLen) 2 f0; 1g3�pLen � � := (I[z] � re) mod n �����
3. #+��m�w� (w0; w1) �����

w0 := d
�

pq
e; (4)

w1 := w0 � pq � �: (5)

�w w1 � 22pLen�1 �k��� Step 1 ����� (~��, �w B2�pLen[w1]��
Ö$½·ºq 1 �Ø�� Step 1 �����)

4. t := w0

ere�1
mod p, o�� s := (r + tpq) mod n�#Oy��

5. m �ÍC�w� s �`ey��

6.4 ����: V

V �^e�`e�#+�ë��k��
[�� ]ÍC s 2 Z�8Î m 2 f0; 1gpLen�1o��ù�* (n; e;H; pLen) 2 Z3�
[�� ](Ô&2 (£ãU¤�ws�£3ã¤)�
V �Ëb ��#+�ë��k��
�

b := B3�pLen[s
e mod n]

�w|�r�#+�Yq?Kv��p�mp�¶¨·«y��
[b]pLen = 0jjH(m): (6)

� �w?Kv���, £ãU¤ (�ws� 1) �`ey��v��t���£3ã¤ (�
ws� 0) �`ey��
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7 vt�
�y�

#+��� ESIGN ÍC �¼ÅÂ ´�ÞÐå�Wy�
� k: 320 #Ö¡n �®§²� 960 ½·º#Ö¢
� e: 8 #Ö
#+�£ESIGN ÍCXø2/Î¤�Ww|£àb2/¤��R1ï�¼ÅÂ ´å�W

y�
n �®§²� 1152 ½·º� e = 25(= 32) �y��¡�o�\I2/��� e = 1024

�w�l��¢

8 ��ÿ	|w

��a�|�m��H qbHï�ÅÉµÁ�ß�k��r ESIGN � Eà�ÔDy�
u�q�r��'>�\��u�ÍC¥ÇÆ²Á�\öy����bHï�ÅÉµÁ�
ß�R���\Hï�'>üà�ß¡gn� SHA ��¢�Hl��uu��� SHA �
Hl�_&�®§²¡hLen ½·º¢�`ey��ß H �'�ág�Wy�u�>?��
Bellare � Rogaway ���Wv�|>?�k� [2]�
SHA�(x)� x� SHA �ðHw�Z��| 160 ½·º�`eå�&@y��Tw� 160

½·º� \Ì�å"� ABCDE = � �y�� SHAl
�(x) � SHA�(x)�BX l ½·º�y

���|� i � 32½·º�4�,w|å� < i > �y���ß H �#+��m�ì�
��

H(x) := SHA80
� (< 0 > jjx)jjSHA80

� (< 1 > jjx)jj � � � jjSHALl

� (< l > jjx);

uu� l = b3k
80
c, p~ Ll = hLen � 80l.
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