
ESIGN 35674

1 <9:;
FESIGN TiG�=º{ Éu«¢��ñÜçìÿa�FESIGN a�G����Â¥

¨�¢��z§> ESIGN a��=�� ESIGN a��tD��!»÷þøðÜöE [10]

����º{ Éu«¢�!»èàCù�6��¨�¢��z§ [6]>
�~=�¨¥6�;��=9c�t���óïæü�t«���§�=óïæü�t�

���=RWåÝé�ok�¼s��S&�hP½Q�':µuóïæü�t«�{§�
����§�¡=Ow�óïæü�t�¯w�§+���{>�BV��=��'L®Y
���= SHA-1 ����:I [2] «YG�§D9g=fE>�~=MF�xR�§ðèò
ñCì=å�÷ÿ÷�âýù�����YG��óïæü�t«�{�Â¥¨�{§>
9cÛÿäþéù����=k�S��óïæü�t#��=ÊtyvÛÿäþéù�

�«+���§�=�¨��{��= refhojo g«=f�¨�{>

2 ���������

2.1 ����

L�z!»�~{�D �©L�z�z¨�z§��EB�L�z����`�� 
Éu«T\z�8i�§���Q��z§>Y}�= 1999U�"��� RSA ����
úïêCç1¬fa�DISO 9796E�×�§a�#Ï·h�v³���¤¦= ISO �,
^,�×j��§¤|�L�z�ñÜçìÿa�:I�~{�¢=T\z� Éu�i	
�Q�u�¶�TJ�¨§¤|����>��¦=®Áq¥¨�{§a�·h�3X�¿
a�&�� Éu«E�D��¦={*zÇÙ4b·h�×��ÓÁz#Ï/1�z§E
[7]���D{H�-w�¢��Ei	��§¤|�L�z�a�:I�^¡¥¨§¤|�
���>
��MTi�~{�¢M�=¿a�&���D·hM�VLz�·h«_��+�=

��M��¦����/1�z§�{|&���E Éu�D{H�-w�¢��Ei	
��§¤|�L�z���MTi:I�^¡¥¨§¤|����
ESIGN Ti���¤|��^ok�J}§�¡�Â¥¨���MTi
z�²�n!»

:I�z§>��¤|�¿a�&�� Éu«E��L�z�Ti«Äg�§�¡��B
����:r�=D{H�-w�¢��E¿a�&�� Éu«E��D{*zÇÙ4b
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·h�×��ÓÁz#Ï/1�z§EñÜçìÿa��z§ ESIGN a�«�{���M
Ti«¹v�§���z§>¿a�&�� Éu«E��ñÜçìÿa�«�{¨�=¿
a�&�� Éu«E��Ti«Äg�§���c¡��o�z§>
ë�qJi	DY}�= Fiat-Shamir;E££±p÷�òãÿDY}�= Shnorr;E�

��'��=��Û÷�Cî��¨�{§}�=��±p�t�e���z§> ESIGNT
i�=TiM�)TiM�±p�t�¢��z§>�¨�'��=ë�qJi	��=±
p�t�¤�#k=£±p÷�òãÿ��£�+��z§>
�¥�= ESIGN Ti�=º{ Éu���¥�=c¡�ºuV� ESIGN a����

�¹v�¨�{§�¡=Ô�{�¨�Ti:I¤¦¢º{L�u«8E��{§>

2.2 ESIGN ��

ESIGN a��óïæü�t«�{���za��t [10] «¿a�&�� Éu«E�
¤|�a��6���:I�z§>����{¥¨�óïæü�t�TÌz�ý�íù�
z§�-w�§�D��a��t� Éu�-w�0}�E=¿a�&�� Éu«E�
���i	��§>��¤|�Û÷�Cî�= 1994 U� Bellare, Rogaway � OAEP £
PSS a��x"#�=,^z�Û÷�Cî��¨�{§¢��z§>
L�z�óïæü�t�TÌz�ý�íù�t�{|-w�a{-w�z§�=¢��

�¤|�-w�+� Éu�i	��{�:I�×��.¥��·h�z¨�=�¨��
�óïæü�t�ý�íù�t��{uKD*ý�íùuE�'��m������«&
��§> SHA �¤|�t&q�Â¥¨�óïæü�t�m¼=¿¢��z�*ý�íù
u�z§hPu��¥m��§���½Q�z§�p�¥¨�{§>P��=ý�íùß
ýáÿûñÿ�+� Éu�i	��{�:I«W§���*n�½Q�z§�p�¥¨
�{§>�¨�=ý�íùßýáÿûñÿ�~�§ Éu�ôýíÝù�z§1>
 Éu��}��= ESIGN a��= RSA -w2�dD\�z§ e l¾dD-wD��

ESIGN a��t�':µu-wE�ý�íùßýáÿûñÿ�+�¿a� Éu«¢��
��i	��§ [6]>

1Canetti ÌÅÒæêÝã×æØèäßè¿ëñ±¿²¾ÊÁÄËÂôù��©�Ä¨¿Ê¹ÄäßèÑ��
¸ÎáÞÛå�í±�î¿²Â¬ËÂ¥�âéàÙèÑý·¾¬Î [4] Ó·°·ÒµÄ�ÅóÉ¾ì�Ã�Ì
ÏºÊÄ¿«ÍÒþ�Ã�î¶Ïº�ÿÃ�·¾ÅÒCanetti º»ÄõªÃ�½³ö�Å�Ã¦ï±Â¬ËÃú
ÐÏÎÓ

2RSA �í±§��¿«ÎÀ¬©�Ó¼ÈÍÒ RSA ¥�Ä
�ø (e;n) ¯ËÆ y 2 Z=nZ ±ò®ÌÏº
À²Ò y = xk mod n ÀÂÎËÂ x 2 Z=nZ Ñ÷¼´ÎµÀ±��¿«ÎÔ��ÿü�ÖèÚçÜã¿Äî
���±ðû¿²Î��¿«ÎÕµÀÑ RSA ©�À	ÇÓ
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´Uu��}��= ESIGNa��= RSA����{�¨�a��'��¢a�yv_
T�t 10Yy�ºÑ�z¦=a�li_T���MI�z§>Õ(bÆ����a�:I
�'��¢a�yv_T=a�li_T�{�¨�¢tYºÑ�z§>

3 ��

�?b��=#+�¤|�-!«�{§>
� a := b: b �p« a �ØR�§>¢���= a « b ���w%�§>
� Z: wt�O¼>
� Z=nZ := f0; 1; : : : ; n� 1g>
� A, B «O¼��§��= AnB := fx j x 2 A ^ x 62 Bg>
� (Z=nZ)� := f1; 2; : : : ; n� 1gnfx j gcd(x; n) 6= 1g>
� f0; 1g� �=�¯u�õïòZ�O¼> f0; 1g� « B �!���¢z§>
� f0; 1gi �= i õïòu�õïòZ�O¼> f0; 1gi «Bi �!���¢z§>
� a 2 Z ���=Bi[a] �=

a = a0 + 2a1 + 22a2 + � � � 2i�1ai�1

��§¤|�õïòZ (ai�1; ai�2; : : : ; a0) 2 Bi«&��§>
� a := (ai�1; ai�2; : : : ; a0) 2 Bi ���= I[a] �=

b = a0 + 2a1 + 22a2 + � � � 2i�1ai�1

��§¤|�wt b 2 Z «&��§>
� a 2 Bi ���= jaj := i.

� a � b (mod n) �= a� b � p ��¦Ã¨§��«&��§> a := b mod n �=
a 2 Z=nZ �� a � b (mod n)«&��§>

� a 2 B�� b 2 B���= ajjb� a� b�j¼«&��§>Y}�= (0; 1; 0; 0)jj(1; 1; 0) =

(0; 1; 0; 0; 1; 1; 0)��§>
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� X 2 B ���= [X]mLen �=X �¿k$ mLen õïò«&��§>Y}�=
X = (0; 1; 1; 0; 0; 1; 0; 0; 0; 1)���= [X]4 = ((0; 1; 1; 0) �z§>

� a 2 Bi �� b 2 Bi ���= a � b �õïò��XÔz\T]«&��§>D��
¦= a� b 2 Bi ��§>E

4 ��� ���8#,1-($+�
ESIGN a��=��!»�tD!»÷þøðÜöE���=�� ESIGN a��t [10]

«�{�{§>#+�=�� ESIGN a��tDnyv G=a�yv x=a�li VE«
G�>

4.1 3¡ : G

G �RW�RW�#+��~¦�z§>
[45 ]êàüþðÜôýúCì k(= pLen) 2 Z DxwtE>
[75 ]²�n, (n; e; pLen) 2 Z3 �(�n (p; q) 2 Z2 �×>
RW k �~�§ G �_T�#+�v¦�z§>
� 2 ��Êt p, q (2k�1 � p; q � 2k � 1) «yv�= n := p2q «g>�§>
� wt e > 4 (Y}�= e = 2l, l = O(log n))«ÇÙ�§>
� pLen = k «w¡§>

4.2 ��¡ : S

S �RW�RW�#+�v¦�z§>
[45 ]úïêCç m 2 f0; 1gpLen�1 ~¤�²�n (n; e; pLen) 2 Z3 �(�n (p; q) 2

Z2>
[75 ]a� s 2 Z.

S �_T�#+�v¦�z§>
1. ý�íù��'� (Z=pqZ)npZ := fr 2 Z=pqZj gcd(r; p) = 1g�¥ r «Ç�>
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2. z := (0jjmjj02�pLen) 2 f0; 1g3�pLen � � := (I[z]� re) mod n «^¡§>
3. #+�¤|��� (w0; w1) «^¡§>

w0 := d
�

pq
e; (1)

w1 := w0 � pq � �: (2)

¢� w1 � 22�pLen�1 �z¨�= Step 1 �¢�§> (��¦, ¢� B2�pLen[w1] �¿
k$õïò� 1 �m¼= Step 1 �¢�§>)

4. t := w0

ere�1
mod p, ~¤� s := (r + tpq) mod n«g>�§>

5. m �a���� s «RW�§>

4.3 ��2�: V

V �RW�RW�#+�v¦�z§>
[45 ]a� s 2 Z=4b m 2 f0; 1gpLen�1 ~¤�²�n (n; e; pLen) 2 Z3>
[75 ]lij2 (FxHG¢���F/xG)>
V �_T �=#+�v¦�z§>
�

b := B3�pLen[s
e mod n]

�����=#+�I��Ð�¨§��|�«îÞïá�§A
[b]pLen = 0jjm: (3)

� ¢��Ð�¨¨�, FxHG (¢��� 1) «RW�§>�¢��¨�=F/xG (¢
��� 0) «RW�§>

5 ����

#+�=�?�~{�@��¨§9c�t«G�>
� (kõïòE�tyvÛÿäþéù¢���DRW�¨�wt k�×��E kõïò
�$D�t«yvRW�§ÛÿäþéùA
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�?�~{��=nyv�¥��!»,_T�~{�=z§]%�¥ý�íù�p
«ÇÙ�§+��z¦=�����t¢���$D�t«���§>2Tz�Zy�
¨��t«�{§m¼��=���¡�9cÍr�+���§>��¤|�9cÍ
r«�{�{m¼��=$D�t«���§>$D�tyvÛÿäþéù�Y�=
IEEE P1363 [8] � Annex D.6 ¢���= [9]� 6 g�G�¨�{§¤|�Ûÿ
äþéù«���§�����§>

� (kõïòEÊtyvÛÿäþéùA
DRW�¨�wt k�×��E kõïò�Êt«RW�§Ûÿäþéù>Y���=
Dkõïò�E�t«k!=�tyvÛÿäþéù�¤¦yv�=Miller-Rabin �
Êt[wðèò« t�e¦7��ôè�§��=�t�yv«e¦7�>RW�¨�
�t�Miller-Rabin ðèò« t�e¦7��ôè��m¼=���t«Êt�[w
�RW�§Ûÿäþéù>���=Miller-Rabin�Êt[wðèò�= IEEE P1363

[8] Annex A.15.1 � Miller-Rabin �Êt[wðèò�?�P|¢���§>�
~= k(� 88)õïò�wt�=k!�Miller-Rabin �Êt[wðèò« t(> 1)�
ôè���¢��ª¥�=¼vt�z§�U�=ºB

pk;t = 2t+4k(2�
p
tk)

r
k

t

�z§���q¥¨�{§ [5]>
� óïæü�tA
��|fz�¹vY« 9 g�G�>���G�¨§óïæü�t�¹vY�~{�
�= SHA-1 «�{§>�¨�= NIST�¤��x"�¨�= Secure Hash Algo-

rithm (SHA-1) «A�> SHA-1�?�= FIPS 180-1 standard [11]�P|¢�
��§>

� ��z�wt)>ÛÿäþéùA
IEEE P1363 [8] � Annex A.1 { A.3 ���G�¨�{§Ûÿäþéù�P|¢�
��§>

6 ESIGN 8�:!

6.1 ��

��g��=��MTi:I ESIGN Ti��{�S�§>
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6.2 6�

��M A �=liM B �xH���M�z§��«i	�§÷�òãÿ«G�>
[CÈ_T]

¿`�CÈNÒ����=��M A �? ESIGN a��nyv)> G «�{�=²�
n (n; e;HID; pLen) �(�n (p; q) �×«Âv�§> A �=(�n«(��8E�§�
MF�=²�n (n; e;HID; pLen) «liM B �~[�§>
[Ti_T]

;=<> 1? liM B ��t r 2 f0; 1gmLen «yv��?�¨«��M�Î§@
;=<> 2? ��M A �?H3���q§(�n (p; q) «�{� ESIGN a�)> S «

�{�= r �×�§a� s «g>�?�¨«liM B �Î§@
;=<> 3? liM B �?��M A �²�n (n; e;HID; pLen) «�{� r �×�§a

� s �xHu« ESIGN a�li)> V �¤¦li�§>��¦=#+�I��Ð
�¨§��|�«îÞïá�§A

[B3�pLen[s
e mod n]]pLen = 0jjH(r): (4)

7 ESIGN � 

7.1 ��

��g��=ñçìÿa�:I ESIGN ��{�S�§>�¨�=<�Ë (G;S;V) �
¤��w¡¥¨§> G �nyv)>, S �a�)>, V �li)>�z§>

7.2 3¡ : G

G �RW�RW�#+��~¦�z§>
[45 ]êàüþðÜôýúCì k(= pLen) 2 Z DxwtE>
[75 ]²�n, (n; e;HID; pLen) 2 Z3 �(�n (p; q) 2 Z2 �×>
RW k �~�§ G �_T�#+�v¦�z§>
� 2 ��Êt p, q (2k�1 � p; q � 2k � 1) «yv�= n := p2q «g>�§>
� wt e > 4 (e.g., e = 2l, l = O(logn))«ÇÙ�§>
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� pLen := k«iw�§>
� DóïæüE�tH: f0; 1g� �! f0; 1gpLen�1«w¡==��J5&»« HID �
�§> HID = 1 �=�?b 9 g�YG�§óïæü�t��§>

@: H(x) HÖ���� 0jjH(x) �a�Âv�li�+����=H(x) �=#+�¤|
�óïæü�tH0 : f0; 1g� �! f0; 1gpLen «�{§���¤��N§�����§>�
�=H 0(x) «g>�=H 0(x) �¿k$õïò��« 0 �6¸�§>�¨« 0jjH(x) ��
§>

7.3 ��¡ : S

S �RW�RW�#+�v¦�z§>
[45 ]úïêCçm 2 f0; 1gmLen ~¤�²�n (n; e;HID; pLen) 2 Z3 �(�n

(p; q) 2 Z2>
[75 ]a� s 2 Z.

S �_T�#+�v¦�z§>
1. ý�íù��'� (Z=pqZ)npZ := fr 2 Z=pqZj gcd(r; p) = 1g�¥ r «Ç�>
2. z := (0jjH(m)jj02�pLen) 2 f0; 1g3�pLen � � := (I[z] � re) mod n «^¡§>
3. #+�¤|��� (w0; w1) «^¡§>

w0 := d
�

pq
e; (5)

w1 := w0 � pq � �: (6)

¢� w1 � 22pLen�1 �z¨�= Step 1 �¢�§> (��¦, ¢� B2�pLen[w1]�¿
k$õïò� 1 �m¼= Step 1 �¢�§>)

4. t := w0

ere�1
mod p, ~¤� s := (r + tpq) mod n«g>�§>

5. m �a���� s «RW�§>
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7.4 ��2�: V

V �RW�RW�#+�v¦�z§>
[45 ]a� s 2 Z=4b m 2 f0; 1gpLen�1~¤�²�n (n; e;H; pLen) 2 Z3>
[75 ]lij2 (FxHG¢���F/xG)>
V �_T �=#+�v¦�z§>
�

b := B3�pLen[s
e mod n]

�����=#+�I��Ð�¨§��|�«îÞïá�§A
[b]pLen = 0jjH(m): (7)

� ¢��Ð�¨¨�, FxHG (¢��� 1) «RW�§>�¢��¨�=F/xG (¢
��� 0) «RW�§>

8 ��*0.�&

#+��= ESIGN Ti �ôýúCì�sdp«G�>
� k: 320 #kDn �åÝé« 960 õïò#kE
� e: 8 #k
#+=FESIGN TiH°./bG�G��FuV./G��Ø-z�ôýúCìp«G

�>
n �åÝé« 1152 õïò= e = 25(= 32) ��§>D�~=LÍ./��= e = 1024

���{§>E

9 )'%/��

��S��¤|�=H �TÌz�ý�íù�t�z§�� ESIGN � Éu«i	�§
�����§>':=LÀ���a�Ûÿäþéù«L®�§À��TÌz�ý�íù�
t�Øª¦�L�z�':µu�tDY}� SHA ��E«�{§>����= SHA «
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�{�S&�åÝéDhLen õïòE«RW�§�t H �'¹vY«G�>��:;�=
Bellare � Rogaway �¤¦G�¨�:;�z§ [2]>
SHA�(x)� x� SHA «{���N¥¨� 160 õïò�RWp«&��§>Ú�= 160

õïò� \` p"« ABCDE = � ��§> SHAl
�(x) « SHA�(x)�ÅK l õïò��

§>��= i « 32õïò�0»,��p« < i > ��§>�t H «#+�¤|�w¡
§>

H(x) := SHA80

� (< 0 > jjx)jjSHA80

� (< 1 > jjx)jj � � � jjSHALl

� (< l > jjx);

��� l = b3k
80
c, �� Ll = hLen � 80l.

9"��

[1] Bellare, M. and Rogaway, P.: Random Oracles are Practical: A Paradigm for

Designing E�cient Protocols, Proc. of the First ACM Conference on Computer

and Communications Security, pp.62{73 (1993).

[2] Bellare, M. and Rogaway, P. : Optimal Asymmetric Encryption, Proc. of Euro-

crypt'94, LNCS 950, Springer-Verlag pp.92-111 (1995).

[3] Bellare, M. and Rogaway, P.: The Exact Security of Digital Signatures { How to

Sign with RSA and Rabin, Proc. of Eurocrypt'96, LNCS 1070, Springer-Verlag,

pp.399-416 (1996).

[4] Canetti, R., Goldreich, O. and Halevi, S.: The Random Oracle Methodology,

Revisited, Proc. of STOC, ACM Press, pp.209{218 (1998).

[5] Damg�ard, I., Landrock, P., and Pomerance, C., \Average Case Error Estimates for

the Strong Probable Prime Test", Matematics of Computation 61(1993), pp.177{

194.

[6] Fujisaki, E. and Okamoto, T.: Security of E�cient Digital Signature Scheme

TSH-ESIGN, manuscript (1998 November).

[7] S. Goldwasser, S. Micali and R. Rivest, \A Digital Signature Scheme Secure

Against Adaptive Chosen-Message Attacks," SIAM J. on Computing, 17, pp.281{

308, 1988.

10



[8] IEEE P1363 Draft (D9), http://grouper.ieee.org/groups/1363/P1363/draft.html

(1999).

[9] Menezes, A., van Oorschot, P., and Vanstone, S., \Handbook of Applied Cryp-

tography", CRC Press, Boca Raton, Florida 1996.

[10] Okamoto, T.: A Fast Signature Scheme Based on Congruential Polynomial Op-

erations, IEEE Trans. on Inform. Theory, IT-36, 1, pp.47-53 (1990).

[11] FIPS 180-1 \Secure Hash Standard", Federal Information Processing Standards

Publication 180-1, U.S. Department of Commerce/N.I.S.T., National Technical

Information Service, Spring�eld, Virginia, April 17 1995.

11


