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Cryptographic Techniques Overview

1. Name of Cryptographic Technique
ESIGN identification

Categories { 1.Asymmetric Cryptographic Schem%s
Z.Symmetric Ciphers
3.Hush Functions
4.Pseudo-random Number Generators

Security Functions of Asyrnmetﬂe—@pypiographic Schemes
1.confidentiality (2. Authenticatio 3. signature 4. key- sharing

Subcategories of Symmetric Ciphers
1. stream ciphers 2. 64-bits block ciphers 3. 128-bits block ciphers

2. Cryptographic Techniques Overview

2.1 Design policy

“ESIGN identification" is an identification scheme based on “ESIGN signatures"”. Suppose a
system that a server checks the validity of a user.In the initial (registration) phase, a user
registers his/her public-key of ESIGN signatures to the server. In the authentication phase
when the server checks the validity of a user, the server sends a random string to the user, then
the user makes the signature of the random string (as message) by using the secret key and
sends it to the server. The server checks the validity of the signature using the public-key. If the
signature is valid, then the sever acknowledge the validity of the user.

“ESIGN identification" satisfies the following criteria under reasonable assumption.
(2) It should be proven to be secure in the strongest sense (i.e., impersonation is hard even
against adaptive attacks) under reasonable assumptions (and in the random oracle
model).
(2) Its performance in the light of speed and round complexity should be better than
practical zero-knowledge identification (at least four moves) and three-move identification
schemes.

2.2 Intended applications
(1) Identification (user authentication):
A server checks the validity of a user through network, where, in the initial (registration)
phase, a user should register his/her public-key to the server.
(2) Mutual authentication:
The identification protocol executed in both ways (i.e., two parties identify each other).
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2.3 Basic theory and techniques

(1) ESIGN was originally proposed in [1] in 1985. Since then, both problems, factoring
$n=p~2g$ and approximate $e$-th root problem (AERP), have been extensively
investigated by many excellent researchers such as Adleman, Bleichenbacher, Brickell,
DeLaurentis, Girault, McCurley, Odlyzko, Peralta, Pollard, Shamir, Toffin, Vall{¥('e}e. The
authors have also communicated with Lenstra and Buchmann on these problems. The fact
that no efficient algorithms on both problems have been found since they were raised
implies that these problems can be considered to be almost as intractable as factoring $n
=pg$ and the RSA problem.

(2) ESIGN can be proven secure in the random oracle model under the approximate $e$-th
root assumption.
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Previous use:

- Smart card payment system in Japan (Internet cash)
- Adopted in ISO/IEC 14888-3 (Digital Signature Algorithm with Appendix)
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