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�¯�³��§½�-õk�ó�zw��à�~§!�-õk�ó��àéw¨

3 ��:?=ª�
EPOC !��§P��� (G; E ;D)����9î�£¢¨���§ G �O
*R�v

¡§ E �!�-*R§ D �½�-*R�v¢¨
EPOC-1 � OU !�3��jc[v3�¦Kw�!�É]�v¡§ EPOC-2 z��

EPOC-3 � OU !�3��jc[v3�§@íO!�¦Kw�!�É]�v¢¨
@SJ÷��§#,��x�¸:¦Kw¢¨
� a := b: b �å¦ a ��Ø�¢¨��~�§ a ¦ b ���î=�¢¨
� Z: ���e ¨
� Z=nZ := f0; 1; : : : ; n� 1g¨
� A, B ¦e ��¢�}§ AnB := fx j x 2 A ^ x 62 Bg¨
� (Z=nZ)� := f1; 2; : : : ; n� 1gnfx j gcd(x; n) 6= 1g¨
� f0; 1g� �§I�ì�ncgs�e ¨ f0; 1g� ¦ B �:����v¢¨
� f0; 1gi �§ i ncgì�ncgs�e ¨ f0; 1gi ¦Bi �:����v¢¨
� a 2 Z ��}§Bi[a] �§

a = a0 + 2a1 + 22a2 + � � � 2i�1ai�1

��¢�x�ncgs (ai�1; ai�2; : : : ; a0) 2 Bi¦&C�¢¨
� a := (ai�1; ai�2; : : : ; a0) 2 Bi ��}§ I[a] �§

b = a0 + 2a1 + 22a2 + � � � 2i�1ai�1

��¢�x��� b 2 Z ¦&C�¢¨
� a 2 Bi ��}§ jaj := i.

� a � b (mod n) �§ a� b | p �/¡�£¢��¦&C�¢¨ a := b mod n �§
a 2 Z=nZ {� a � b (mod n)¦&C�¢¨
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� a 2 B{� b 2 B��}§ ajjb� a� b�J ¦&C�¢¨ry�§ (0; 1; 0; 0)jj(1; 1; 0) =

(0; 1; 0; 0; 1; 1; 0)��¢¨
� X 2 B ��}§ [X]mLen �§X �#ÿ$ mLen ncg¦&C�¢¨
� a 2 Bi {� b 2 Bi ��}§ a � b �ncgA�Þ�ðtku¦&C�¢¨®��
¡§ a� b 2 Bi ��¢¨¯

4 ©�8�¨£¦8��#����§
EPOC!��§6@!�3�®!�qyreQp¯���§ OU (Okamoto-Uchiyama)

!�3� [14] ¦Kw�w¢¨#,�§OU !�3�®O
 G§!� E§½� D¯¦[
�¨

4.1 %�: G

G �Øp�ip�#,�í¡�v¢¨
[�& ]����v¢_VvyeQlxt¬` k(= pLen) 2 Z.

[)& ]�*O (n; g; h; pLen; rLen) 2 Z5 �´DO (p; gp) 2 Z2 ��¨
k ¦Øp��¢O
*R G �#,�í¡�v¢¨
� 2���� p, q (2k�1 � p; q � 2k � 1) ¦�� n := p2q ¦HR�¢¨
� g 2 (Z=nZ)� ¦x|as���¨���§ gp := gp�1 mod p2 �$�� p ��¢�
x��¢¨

� h0 ¦ (Z=nZ)� { x|as{� g �Õm���¨ h := hn0 mod n ¦HR�¢¨
� pLen := k ��î�¢¨ rLen � k �å¦î�¢¨

�* gp �:j��l¦��¢���ÑØ��Çøð�lxt¬`�v¢¨®/�� �
gp �§ p � g { HR�}¢¨¯ h � gn mod n ����ow¨ rLen �å�§	Ü§
 �	�.î����K{ OKa��~�[]es�Ha����¡î� £¢¨
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4.2 �/: E

E �Øp§ip�#,�í¡¨
[�& ]ÂÀ m 2 f0; 1gpLen�1 >��*O (n; g; h; pLen; rLen) 2 Z5.

[)& ]!�À c 2 Z.

m � (n; g; h; pLen; rLen)¦Øp��¢ !�*R E �#,�í¡¨
� r 2 f0; 1grLen ¦(J�x|as���¨
�

c := gI[m]hI[r] mod n

¦HR�¢¨

4.3 0/: D

D �Øp§ip�#,�í¡¨
[�& ]!�À c 2 Z ��*O (n; g; h; pLen; rLen) 2 Z5 z��´DO (p; gp) 2 Z2¨
[)& ]ÂÀ m 2 f0; 1gpLen�1¨
c � (n; g; h; pLen; rLen), (p; gp), ¦Øp���§½�*R D �#,�í¡¨
� 3� L(x) := x�1

p
����}§ cp := cp�1 mod p2 z��m0 := L(cp)

L(gp)
mod p¦H

R�¢¨
� m0 � 2pLen�1� 1{�x{¦M"�§
m�£�§BpLen�1[m0] ¦½�J2®ÂÀ
m¯���ip�¢¨
m��w� �§/�ip��w¨

5 ��¨£

#,�§@SJ�zw�TK�£¢Çø3�¦[�¨
� (kncg¯N�
PzYy^s��~�®Øp�£��� k����¯ kncg

�<XN�¦
ip�¢PzYy^sª
@SJ�zw��§O
� ��!�-õk�zw�§v¢ã%{ x|as�
å¦���¢¶L|v¡§���}N���~�<XN�¦OK�¢¨¾kð�á
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�£�N��¦Kw¢� ��§�����Çø�ç|¶L��¢¨���x�Çø
�ç¦Kw�w� ��§<XN�¦OK�¢¨<XN�
PzYy^s�r�§
IEEE P1363 [9] � Annex D.6 ��~�§ [11]� 6 û�[�£�w¢�x�PzY
y^s¦OK�¢��|�}¢¨

� (kncg¯��
PzYy^sª
®Øp�£��� k����¯ kncg���¦ip�¢PzYy^s¨r���§
®kncg�¯N�¦ÿ:§N�
PzYy^s��¡
�§Miller-Rabin �
��âîe]g¦ t)D¡Å��l]�¢��§N��
¦D¡Å�¨Øp�£�
N�|Miller-Rabin e]g¦ t)D¡Å��l]��� §��N�¦���âî
�ip�¢PzYy^s¨���§Miller-Rabin���âîe]g�§ IEEE P1363

[9] Annex A.15.1 � Miller-Rabin ���âîe]g�SJ�gx����¢¨�
z§ k(� 88)ncg���|§ÿ:�Miller-Rabin ���âîe]g¦ t(> 1))

l]����{{¥ �§ 
��v¢.l�§�«

pk;t = 2t+4k(2�
p
tk)

r
k

t

�v¢��|æ £�w¢ [6]¨
� jc[v3�ª
��òGð��
r¦ 10 û�[�¨���[�£¢jc[v3���
r�zw
��§ SHA-1 ¦Kw¢¨�£�§NIST����ï"�£�§ Secure Hash Algo-

rithm (SHA-1) ¦U�¨ SHA-1�SJ�§ FIPS 180-1 standard [19]�gx��
��¢¨

� @íO!� SymE:

EPOC-2, EPOC-3 ��§@íO!� SymE ¦Kw¢¨ SymE ¦`��¢(�
�òGðÉÊ�§k¬hs!��v¢¨��¡§ SymEnc(key; ptext) := key �

ptext, SymDec(key; ctext) := key � ctext¨���§� �ncgA�Þ�ðtk
u¦&C�¢¨
SymE �O key �ì��¡��}wZR^�ÂÀ¦!�-�¢� ��§ SymE

���Ù&�p{cW!���~�]gy¬s!�¦OK�¢��|�}¢¨
� 6@ð���*RPzYy^sª
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IEEE P1363 [9] � Annex A.1 { A.3 ���[�£�w¢PzYy^s�gx��
��¢¨

6 EPOC-1 8�5�
6.1 %�: G

G �Øp�ip�#,�í¡�v¢¨
[�& ]����v¢_VvyeQlxt¬` k(= pLen) 2 Z.

[)& ]�*O (n; g; h;HID; pLen;mLen; hLen; rLen) 2 Z8 �´DO (p; gp) 2 Z2 �
�¨

k ¦Øp��¢O
*R G �#,�í¡�v¢¨
� 2���� p, q (2k�1 � p; q � 2k � 1) ¦�� n := p2q ¦HR�¢¨
� g 2 (Z=nZ)� ¦x|as���¨���§ gp := gp�1 mod p2 �$�� p ��¢�
x��¢¨

� h0 ¦ (Z=nZ)� { x|as{� g �Õm���¨ h := hn0 mod n ¦HR�¢¨
� pLen := k ��§mLen � rLen ¦mLen+ rLen � pLen � 1 ¦B��¢�x�
�î�¢¨

� jc[v3� H: f0;1gmLen+rLen �! f0; 1ghLen ¦î�§��^Ã²�¦ HID �
�¢¨ HID = 1 �§@SJ÷ 10 û�r[�¢jc[v3���¢¨

�* gp �:j��l¦��¢���ÑØ��Çøð�lxt¬`�v¢¨®/�� �
gp �§�*�È p � g { HR�}¢¨¯ hLen = (2 + c0)k ®c0ª�î�¯��}§ h

� gn mod n ����ow¨H �[]es�î�§�~�OKa�@I���ow¨

6.2 �/: E

E �Øp§ip�#,�í¡¨
[�& ]ÂÀ M 2 f0; 1gmLen >��*O (n; g; h;HID; pLen; mLen; hLen; rLen) 2

Z8.

[)& ]!�À C 2 Z.
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M � (n; g; h;HID; pLen;mLen; hLen; rLen)¦Øp��¢ !�*R E �#,�í
¡¨

� R 2 f0; 1grLen ¦(J�x|as���§ r := H(M jjR) ¦HR�¢¨
�

C := gI[M jjR]hI[r] mod n

¦HR�¢¨

6.3 0/: D

D �Øp§ip�#,�í¡¨
[�& ]!�À C 2 Z ��*O (n; g; h;HID; pLen;mLen; hLen; rLen) 2 Z8 z��´

DO (p; gp) 2 Z2¨
[)& ]ÂÀ M 2 f0; 1gmLen ��~�ip��¨
C � (n; g; h;HID; pLen;mLen; hLen; rLen), (p; gp), ¦Øp���§½�*R D �

#,�í¡¨
� 3� L(x) := x�1

p
����}§ Cp := Cp�1 mod p2 z��X := L(Cp)

L(gp)
mod p¦

HR�¢¨
� #,�]|
m�¢{�x{¦Mý�¢¨

X � 2mLen+rLen � 1;

C = gXhH(X) mod n:

� ��
m�£�§ [BmLen+rLen[X ]]mLen ¦ÂÀ���ip�¢¨
m��w� 
�§/�ip��w¨

�*M"�º -�� §°º -±¦&C�¢ÔÃ�ip¦�����w¨

7 EPOC-2 8�5�
7.1 %�: G

G �Øp�ip�#,�í¡�v¢¨
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[�& ]����v¢_VvyeQlxt¬` k(= pLen) 2 Z.

[)& ]�*O (n; g; h;HID;GID; SEID;pLen; hLen; gLen; rLen) 2 Z10 �´DO
(p; gp) 2 Z2 ��¨

k ¦Øp��¢O
*R G �#,�í¡�v¢¨
� 2���� p, q (2k�1 � p; q � 2k � 1) ¦�� n := p2q ¦HR�¢¨
� g 2 (Z=nZ)� ¦x|as���¨���§ gp := gp�1 mod p2 �$�� p ��¢�
x��¢¨

� h0 ¦ (Z=nZ)� { x|as{� g �Õm���¨ h := hn0 mod n ¦HR�¢¨
� pLen := k ��§ rLen � pLen� 1��¢�x� rLen ¦î�¢¨
� 2��jc[v3�H : f0; 1gmLen+rLen �! f0; 1ghLen, �G: f0; 1grLen �!

f0; 1ggLen¦î�§�£�£�^Ã²�¦ HID z�� GID ��¢¨HID = 1 z
�� GID =1 �§@SJ÷ 10 û�r[�¢jc[v3���¢¨

� @íO!� SymE ¦î�§��^Ã²�¦ SEID ��¢¨ SEID = 1 �§k¬h
s!�®one-time-pad¯��¢¨���§ SymE = (SymEnc; SymDec) �@í
O K ¦��@íO!�©½�PzYy^s���v¢¨K �ì�� gLen ncg

�v¢¨!�PzYy^s SymEnc �§O K �ÂÀ X 2 BmLen ¦Øp���!
�À SymEnc(K;X)BmLen ¦ip�¢¨½�PzYy^s SymDec �§O K �
!�À YBmLen ¦Øp�ÂÀ SymDec(K;Y )BmLen ¦ip�¢¨���§Ù&�
O K ����§ SymEnc(K; �) �§ 1 � 1 3���¢¨

�* gp �:j��l¦��¢���ÑØ��Çøð�lxt¬`�v¢¨®/�� �
gp �§�*�È p � g { HR�}¢¨¯ hLen = (2 + c0)k ®c0ª�î�¯��}§
h � gn mod n ����ow¨H � G �[]es�î�§�~�OKa�@I���o
w¨

7.2 �/: E

E �Øp§ip�#,�í¡¨
[�& ]ÂÀM 2 f0; 1gmLen§�*O (n; g; h;HID;GID, SEID; pLen; hLen; gLen; rLen) 2

Z10¨
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[)& ]!�À C = (C1; C2) 2 Z� f0; 1gmLen.

M � (n; g; h;HID;GID; SEID; pLen; hLen; gLen; rLen)¦Øp��¢!�*R E �
#,�í¡¨

� R 2 f0; 1grLen ¦x|as���§ G(R) z�� r := H(M jjR) ¦HR�¢¨
�

C1 := gI[R]hI[r] mod n;

C2 := SymEnc(G(R);M )

¦HR�¢¨
1�: SymE ¦`��¢(��òGðÉÊ�§k¬hs (one-time-pad)!��v¢¨�
�¡§

SymEnc(K;X) := K �X;

SymDec(K;Y ) := K � Y:

SymE �O G(R) �ì� gLen �³���}�ZR^ mLen �ÂÀ M ¦!�-�¢
� ��§ SymE ���ñË�@íO!�®p{cW!���~�]gy¬s!�¯¦O
K�¢¨

7.3 0/: D

D �Øp§ip�#,�í¡¨
[�& ]!�À C = (C1; C2) 2 Z�f0; 1gmLen ��*O (n; g; h;HID;GID; SEID; pLen;

hLen; gLen; rLen) 2 Z10 z��´DO (p; gp) 2 Z2¨
[)& ]ÂÀ M 2 f0; 1gmLen ��~�ip��¨
C = (C1; C2) � (n; g; h;HID;GID; SEID; pLen; hLen; gLen; rLen), (p; gp)¦Ø

p���§½�*R D �#,�í¡¨
� 3� L(x) := x�1

p
����}§ Cp := C1

p�1 mod p2 z��R0 := L(Cp)
L(gp)

mod p¦
HR�¢¨
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� #,�]|
m�¢{�x{¦Mý�¢¨
R0 � 2rLen � 1:

��
m�£�§M 0 := SymDec(G(BrLen[R0]); C2)¦HR�¢¨
m���£
�§ D �ip���/�ip��w¨

� #,�]|
m�¢{�x{¦Mý�¢¨
C1 = gR

0

hI[r0] mod n:

���§ r0 := H(M 0jjBrLen[R
0])��¢¨

� ��
m�£�§M 0 ¦ÂÀ���ip�¢¨
m��w� �§/�ip��w¨
�*M"�º -�� §°º -±¦&C�¢ÔÃ�ip¦�����w¨

8 EPOC-3 8�5�
8.1 %�: G

G �Øp�ip�#,�í¡�v¢¨
[�& ]����v¢_VvyeQlxt¬` k(= pLen) 2 Z.

[)& ]�*O (n; g; h;HID;GID;SEID; pLen;hLen; gLen;RLen; rLen) 2 Z11�´
DO (p; gp) 2 Z2 ��¨

k ¦Øp��¢O
*R G �#,�í¡�v¢¨
� 2���� p, q (2k�1 � p; q � 2k � 1) ¦�� n := p2q ¦HR�¢¨
� g 2 (Z=nZ)� ¦x|as���¨���§ gp := gp�1 mod p2 �$�� p ��¢�
x��¢¨

� h0 ¦ (Z=nZ)� { x|as{� g �Õm���¨ h := hn0 mod n ¦HR�¢¨
� pLen := k ��§ RLen � pLen � 1��¢�x� rLen ¦î�¢¨
� 2��jc[v3�H : f0; 1g3k+kLen+RLen+mLen �! f0; 1ghLen,� G: f0; 1gRLen

�! f0; 1ggLen ¦î�§�£�£�^Ã²�¦ HID z�� GID ��¢¨HID = 1

z�� GID =1 �§@SJ÷ 10 û�r[�¢jc[v3���¢¨
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� @íO!� SymE ¦î�§��^Ã²�¦ SEID ��¢¨ SEID = 1 �§k¬h
s!�®one-time-pad¯��¢¨���§ SymE = (SymEnc; SymDec) �@í
O K ¦��@íO!�©½�PzYy^s���v¢¨K �ì�� gLen ncg

�v¢¨!�PzYy^s SymEnc �§O K �ÂÀ X 2 BmLen ¦Øp���!
�À SymEnc(K;X)BmLen ¦ip�¢¨½�PzYy^s SymDec �§O K �
!�À YBmLen ¦Øp�ÂÀ SymDec(K;Y )BmLen ¦ip�¢¨���§Ù&�
O K ����§ SymEnc(K; �) �§ 1 � 1 3���¢¨

�* gp �:j��l¦��¢���ÑØ��Çøð�lxt¬`�v¢¨®/�� �
gp �§�*�È p � g { HR�}¢¨¯ hLen = (2 + c0)k ®c0ª�î�¯��}§
h � gn mod n ����ow¨H � G �[]es�î�§�~�OKa�@I���o
w¨

8.2 �/: E

E �Øp§ip�#,�í¡¨
[�& ]ÂÀ M 2 f0;1gmLen§�*O (n; g; h;HID;GID, SEID; pLen; hLen; gLen;

RLen; rLen) 2 Z11¨
[)& ]!�À C = (C1; C2; C3) 2 Z� f0; 1gmLen � f0; 1ghLen.

M � (n; g; h;HID;GID; SEID; pLen; hLen; gLen;RLen; rLen)¦Øp��¢!�
*R E �#,�í¡¨

� r 2 f0; 1grLen z�� R 2 f0; 1gRLen ¦(J�x|as���§G(R) ¦HR�
¢¨.

�

C1 := gI[R]hI[r] mod n;

C2 := SymEnc(G(R);M);

C3 := H(B3�pLen[C1]jjC2jjRjjM )

¦HR�¢¨
1�: SymE ¦`��¢(��òGðÉÊ�§k¬hs (one-time-pad)!��v¢¨�
�¡§

SymEnc(K;X) := K �X;
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SymDec(K;Y ) := K � Y:

SymE �O G(R) �ì� gLen �³���}�ZR^ mLen �ÂÀ M ¦!�-�¢
� ��§ SymE ���ñË�@íO!�®p{cW!���~�]gy¬s!�¯¦O
K�¢¨

8.3 0/: D

D �Øp§ip�#,�í¡¨
[�& ]!�À C = (C1; C2;C3) 2 Z�f0; 1gmLen�f0; 1ghLen ��*O (n; g; h;HID;GID,

SEID; pLen; hLen; gLen;RLen; rLen) 2 Z11 z��´DO (p; gp) 2 Z2¨
[)& ]ÂÀ M 2 f0; 1gmLen ��~�ip��¨
C = (C1; C2; C3)� (n; g; h;HID;GID, SEID;pLen; hLen; gLen;RLen; rLen) (p; gp)

¦Øp���§½�*R D �#,�í¡¨
� 3� L(x) := x�1

p
����}§ Cp := C1

p�1 mod p2 z��R0 := L(Cp)
L(gp)

mod p¦
HR�¢¨

� #,�]|
m�¢{�x{¦Mý�¢¨
R0 � 2rLen � 1:

��
m�£�§M 0 := SymDec(G(BrLen[R0]); C2)¦HR�¢¨
m���£
�§ D �ip���/�ip��w¨

� #,�]|
m�¢{�x{¦Mý�¢¨
C3 = H(B3�pLen[C1]jjC2jjBrLen[R

0]jjM 0):

� ��
m�£�§M 0 ¦ÂÀ���ip�¢¨
m��w� �§/�ip��w¨
�*M"�º -�� §°º -±¦&C�¢ÔÃ�ip¦�����w¨

8.4 '.*EPOC-3 �/7;<9=>	@?23

EPOC-3 !���§#,��x�_c[w|ðOKÉÊ|1Ü��¢¨
� ��a�§ r 2 f0; 1grLen z��R 2 f0; 1gRLen ¦(J�x|as���¨
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� ��a�§ C1 := gI[R]hI[r] mod nz�� K := G(R) ¦HR�§ C1 ¦���¢¨
� ®´DO¦ÆY�¢¯c�a�§ C1 {  R¦½�-�§K := G(R)¦HR�¢¨
[Oß�oS¬^d]

� #�§ÂÀ Mi ®i = 1; 2; : : : ;¯����§��a�§ C2;i := SymEnc(K;Mi) z
�� C3;i := H(B3�pLen[C1]jjC2;ijjRjjMi)¦HR�§ (C2;i; C3;i) ¦���¢¨

� c�a�§K ¦Kw�Mi ¦½��¢�ÐZ� C3;i = H(B3�pLen[C1]jjC2;ijjRjjMi)

��Ë	Mý¦��x¨ [!�í�oS¬^d]

9 ¢ �" ¥�

#,��§ EPOC-1, EPOC-2, EPOC-3 �@í��¢lxt¬`��ùå¦[�¨
� k: 320 #ÿ®n �ZR^¦ 960 ncg#ÿ¯
� hLen: 128 #ÿ
#,§°EPOC!�\�¹0÷±�[��°	Ü¹0±���¸ð�lxt¬`å¦[

�¨
8+: 1,$6�����7�- EPOC-1, EPOC-2, EPOC-3 �@í�lxt¬`��

�§ n �ZR^¦ 1152 bits ��¢¨� �§ EPOC-1 �� §mLen = 128,

rLen = 80, hLen = 208§ EPOC-2®k¬hs!�OK¯�� § rLen = 128,

gLen = 128, hLen = 128§�� EPOC-3 ®k¬hs!�OK¯�� § RLen =

128, gLen = 128, rLen = hLen = 128§��¢¨
8+: 2,(6�����7�- EPOC-1, EPOC-2, EPOC-3 �@í�lxt¬`��

�§ n �ZR^¦ 1152 bits ��¢¨� �§ EPOC-1 �� §mLen = 128,

rLen = 80, hLen = 832§ EPOC-2®k¬hs!�OK¯�� § rLen = 128,

gLen = 128, hLen = 832§�� EPOC-3 ®k¬hs!�OK¯�� § RLen =

128, gLen = 128, rLen = 832, hLen = 128§��¢¨

10 ���!¨£

7�j���x�§H ®z�� G¯|k�ð�x|as3��v¢�} EPOC � �
	¦ýF�¢��|�}¢¨(É§`$���!�PzYy^s¦`��¢$��k�ð
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�x|as3���¥¡�`Kð�(É�	3�®ry� SHA-1 ��¯¦Kw¢¨��
��§ SHA-1 ¦Kw�Ù&�ZR^®hLen ncg¯¦ip�¢3� H �(�
r¦[
�¨��ÉÊ�§ Bellare � Rogaway ��¡[�£�ÉÊ�v¢ [3]¨
SHA�(x) � x � SHA-1 ¦ñK��Ó £� 160 ncg�ipå¦&C�¢¨��§

160 ncg� \ö8å"¦ ABCDE = � ��¢¨ SHAl
�(x) ¦ SHA�(x)��Î l ncg

��¢¨��§ i ¦ 32ncg�»�-��å¦ < i > ��¢¨3� H ¦#,��x�î
�¢¨

H(x) := SHA80
� (< 0 > jjx)jjSHA80

� (< 1 > jjx)jj � � � jjSHALl

� (< l > jjx);

��� l = b3k80 c, {� Ll = hLen � 80l.
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